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Example: Needham-Schroeder

I(ska, pkb) R(skb, nb, honest)
new na.
out(c, aenc(〈pub(ska), na〉, pkb)). in(c, y).

let pka = proj1(adec(y , skb)) in
let na = proj2(adec(y , skb)) in

in(c, x). out(c, aenc(〈na, nb〉, pka)).
if na = proj1(adec(x , ska) then
out(c, aenc(proj2(adec(x , ska)), pkb)) in(c, z).

if nb = adec(z , skb) then
if pka = honest then
out(c, senc(secret, nb))

Scenario (ska, skb, nb ∈ N )
out(c, 〈pub(ska), pub(skb)〉).

(
I(ska, pub(skb)) |R(skb, nb, pub(ska))

)
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Exercise: LAK

R → T : nR
T → R : nT , h(nR ⊕ nT ⊕ k)
R → T : h(h(nR ⊕ nT ⊕ k)⊕ k ⊕ nR)

Questions
Formalize with two processes T (k) and R(k).
Exhibit a trace tr that can be executed with T (k) | R(k) | T (k) but
not T (k) | R(k) | T (k ′).
Explain how this leads to an authentication attack.
Fix the protocol using pairs rather than xor, and check with Proverif.
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