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THE POWER OF PRIORITY CHANNEL SYSTEMS

CHRISTOPH HAASE, SYLVAIN SCHMITZ, AND PHILIPPE SCHNOEBELEN

ABSTRACT. We introduce Priority Channel Systems, a new natural class
of channel systems where messages carry a numeric priority and where
higher-priority messages can supersede lower-priority messages preced-
ing them in the fifo communication buffers. The decidability of safety
and inevitability properties is shown via the introduction of a priority
embedding, a well-quasi-ordering that has not previously been used in
well-structured systems. We then show how Priority Channel Systems
can compute Fast-Growing functions and prove that the aforementioned
verification problems are F.,-complete.

1. INTRODUCTION

Channel systems are a family of distributed models where concurrent
agents communicate via usually unbounded fifo communication buffers called
“channels.” An agent of a channel system is modeled by a finite-state con-
troller, and when taking a transition an agent can read messages from the
channel or write into it. These models have turned out to be well-suited for
the formal specification and algorithmic analysis of communication protocols
and concurrent programs [33| [8, [11] [14], 30]. They are also a fundamental
model of computation, closely related to Post’s tag systems. In all general-
ity, channel systems are a Turing powerful model, which implies that most
of their decision problems are undecidable.

A particularly interesting decidable and widely studied class of channel
systems are the so-called lossy channel systems (LCSs), where channels are
unreliable and may lose messages, see e.g. [15, [I, [12]. For LCSs, several im-
portant behavioral properties such as safety or inevitability are decidable.
This is because, due to the lossy behavior of their channels, these systems
are well-structured: transitions are monotonic with respect to a decidable
well-quasi-ordering of the configuration space [2, 20} 38]. Beyond their appli-
cations in verification, LCSs have turned out to be an important automata-
theoretic tool for decidability or hardness in areas like Timed Automata,
Metric Temporal Logic, modal logics, e.g. [3, 24, B32], 25]. Moreover, they
are also a fundamental model of computation capturing the F,w-complexity
level in the fast-growing complexity hierarchy [35], see [16], 36].

Lossy channel systems do not provide an adequate way to model systems
or protocols that treat messages discriminatingly according to some specified
rule set. An example is the prioritization of messages, which is central to
ensuring quality of service (QoS) properties in networking architectures, and
is usually implemented by allowing for tagging messages with some relative
priority. For instance, the Differentiated Services (DiffServ) architecture
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described in RFC 2475 [7], which enables QoS on modern IP networks,
allows for a field specifying the relative priority of an IP packet with respect
to a finite set of priorities, and network links may decide to arbitrarily drop
IP packets of lower priority in favor of higher priority packets once the
network congestion reaches a critical point. Another example of a similar
priority-based policy arises in the context of ATM networks, where priorities
are expressed via a single Cell Loss Priority bit in order to allow for giving
preference (by dropping low-priority packages) to audio or video over less
time-critical data [26].

Inspired by the aforementioned types of protocols, in this paper we intro-
duce priority channel systems (PCSs), a family of channel systems where
each message is equipped with a priority level, and where higher-priority
messages can supersede lower-priority messages by dropping them. Priority
channel systems rely on the prioritized superseding ordering, a novel order-
ing that generalizes Higman’s subword ordering and has not been considered
before in the area of well-structured systems. It is however closely related to
the gap-embedding considered in [41]. Showing it to be a well-quasi-ordering
entails, among others, showing the decidability of safety and termination
for PCSs. We complement our decidability results by showing that these
problems become undecidable for channel systems that build upon more re-
strictive priority mechanisms, supporting the design choices made for our
model.

1.1. Structure of this Paper. This paper can roughly be divided into two
parts. In the first part, we define priority channel systems, explore this new
model and analyze its power in complexity-theoretical terms. Beginning in
the second part relates priority channel systems in the broadest
sense to related models or mathematical objects found in the literature.

In more detail, in we provide an at-a-glance introduction to a
simplified model of priority channel systems. This allows us to discuss on a
high level the ideas behind our model, the main theorems, and the main algo-
rithmic problems that we consider in this paper. We outline the decidability
of fundamental decision problems via the framework of well-structured sys-
tems. is then devoted to proving well-quasi-ordering properties
of the prioritized superseding ordering which underlies priority channel sys-
tems. To this end, we characterize the superseding ordering via priority
embeddings, which is an analogue and can in fact be seen as a generalization
of Higman’s subword embedding. Using techniques from [36] 41], we show
in an F., upper bound on the complexity of PCS verification, far
higher than the F,«-complete complexity known for LCSs. We then prove
in a matching lower bound and this is the main technical result for
PCSs of this paper: building upon techniques developed for less powerful
models [16], B9, 23], we show how PCSs can robustly simulate the computa-
tion of the fast growing functions F,, and their inverses for all ordinals o up
to 9. This gives a precise measure of the expressive power of PCSs.

In the second part of the paper, we first show in [Section 6] that other nat-
ural choices of models of channel systems with priority mechanisms different
from ours lead to undecidability of these problems. We then show in
how higher-order models, which generalize the dynamic LCS from [4],
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naturally embed into our formalism. Applications of the priority embed-
ding to other well-quasi-ordered data structures such as depth-bounded trees
found in the literature are subsequently discussed in

2. PRIORITY CHANNEL SYSTEMS

In this section, we formally introduce Priority Channel Systems and give
an overview about the decision problems we consider in this paper.

Definition 2.1. For every d € N, the level-d priority alphabet is g4 2
{0,1,...,d}. A level-d priority channel system (d-PCS) is a tuple S =
(X4,Ch, Q, A), where X is as above, Ch = {c1,...,cp} is a set of m channel
names, Q = {q1,q2, ...} is a finite set of control states, and A C @ x Ch X
{17} x ¥4 x Q is a set of transition rules.

C. -
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FIGURE 1. A simple single-channel 3-PCS.

For the sake of a simplified introduction to PCSs in this section, the alpha-
bet of a PCS abstracts away from actual message contents and only consists
of naturals that indicate the priority of a message, where d is a message of
highest and 0 of lowest priority, respectively. A treatment of more general
alphabets is deferred to The simple alphabet introduced here is
however sufficient in order to show the lower bounds in More-
over, from our definition it follows that Priority Channel Systems consist
of a single process, which is sufficient for our purposes in this paper, since
systems made of several concurrent components can be represented by a
single process obtained as an asynchronous product of the components.

depicts a 3-PCS with a single channel and control states p and
q. (A possible configuration of the channel is depicted alongside.) In-
formally speaking, when in control state ¢ the PCS in can non-
deterministically loop while writing the alphabet symbol “3” to the channel
(to its right end), or switch to control state ¢ if “3” can be read from the
channel (from its left end). The key feature of PCSs is that messages with
higher priority can erase messages with lower priority, cf. the formal seman-
tics given next.

2.1. Semantics. The operational semantics of a PCS S is given in terms

of a transition system. We let Confg & Q x (X5)™ be the set of all
configurations of S, denoted C, D,... in the following. A configuration
C = (q,z1,...,xy) records an instantaneous control state ¢ € @ and the
contents of the m channels, i.e., sequences of messages from YX;. A sequence
x € X} has the foorm z = a;---ay and we let £ = |z|. Concatenation is
denoted multiplicatively, with ¢ denoting the empty sequence.

The labeled transition relation between configurations, denoted C LNYo/ ,
is generated by the rules in A = {01,...,0;}. From a technical perspective,
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it is convenient to define two such transition relations, denoted —.¢ and
—)#.

2.1.1. Reliable Semantics. We start with — ¢ that corresponds to “reliable”
steps, or more correctly steps with no superseding of lower-priority messages.
As is standard, for a reading rule of the form § = (¢,c;?a,q’) € A, there
. § .

is a step C = O if C = (¢,21,...,2p) and C" = (¢, y1,...,ym) for
some T'1,Y1,- - -, Tm,Ym such that x; = ay; and x; = y; for all j # ¢, while

for a writing rule § = (q,c;la,q’) € A, there is a step C grel Cif y; =
z;a and x; = y; for all j # 4. These reliable steps correspond to the
behavior of queue automata, or (reliable) channel systems, a Turing-powerful
computation model [13].

2.1.2. Internal-Superseding. The actual behavior of PCSs is obtained by

extending reliable steps with internal superseding steps, denoted C' i# C’,

which can be performed at any time in an uncontrolled manner. Formally,

. k
for two words z,y € ¥} and k € N, we write z #—># Y &

(1)  can be decomposed as aj - - - ay;

(2) there is 1 < k < |z| = £ such that a; < ajy1; and

(3) y=a1-"-r—1 1~ Gy
In other words, the kth message in z is superseded by its immediate successor
ap+1, with the condition that ay, is not of higher priority. We write x —4 y

k o
when x #—># y for some k, and use x <-4 y when y —4 x. The transitive

reflexive closure <i# is called the superseding ordering and is denoted by <.
Put differently, —4 is a rewrite relation over X% defined by the following
string rewriting system (see [10]):

{ad —-d |0<a<d <d}. (1)
This is extended to steps between configurations by C Czﬂ# c¥o-=

(¢, 21,y 2m), C"=(d 91, Um), ¢ =, i ﬁ# yi, and x; = y; for j # i.
Furthermore, every reliable step is a valid step: for any rule 6, C i># c’
if C grel C’, giving rise to a second transition system associated with S:
Sy o (Confg, —4).

Example 2.2. The following is a valid path in the transition system induced
by the PCS from

(n,0300) B4 (¢,03001) B4 (4,0301) By (4,301) By (4,31).

Here, underlining is used to show which symbol, if any, is superseded in the
next step.

2.1.3. Write-Superseding Semantics. The internal-superseding semantics al-
lows superseding to occur at any time and anywhere in the channel. Another
possible scenario considers communications going through relays, network
switches, or buffers, which handle incoming traffic with a so-called write-
superseding policy, where writes immediately supersede (i.e., erase) the con-
gested messages in front of them. We develop this aspect here and prove
the two semantics to be essentially equivalent.
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Let S = (X4,Ch, @, A) be a d-PCS. We define a new transition relation,

denoted —, between the configurations of S, giving rise to a transition

system Sy, & (Confg, —w). The relation —y, is a variant of — obtained by

modifying the semantics of writing rules. Formally, for § = (g, c;la,¢’) € A,
and for two configurations C' = (¢, z1,...,2n) and C" = (¢, y1,.--,Ym),

there is a step C' i>W C'if x; = y; for all j # ¢ and y; = z a for a factorization
x; = z2' of x; where 2/ € X¥ i.e., where 2’ only contains messages from
the level-a priority subalphabet. In other words, after c;!a, the channel will
contain a sequence y; obtained from x; by appending « in a way that may
drop (erase) any number of suffix messages with priority < a, hence the
“2/ € ¥*” requirement. The semantics of reading rules is unchanged so that

C grel C' implies C gw .
Example 2.3. The PCS from has the following write-superseding
run:

(p,0300) 5y (4,031) 3, (4,03) 2y (¢,033) 2y (¢,3) By (pe)

where in every configuration we underline the messages that will be super-
seded in the next step (and where, for simplicity, we do not write the full rule

§ on the steps). Observe that (p,0300) £ (g,31), to be contrasted with

the internal-superseding run (p,0300) i># (¢,31) in [Example 2.2, Under
write-superseding, the occurrence of 3 that is initially in the channel is not
allowed to erase the 0 in front of it. O

Compared to our standard PCS semantics, the write-superseding seman-
tics adopts a localized viewpoint where the protocol managing priority levels
and handling congestions resides at the sender’s end, and is not distributed
all along the channels.

In the rest of this subsection, we show that the write-superseding is es-
sentially equivalent to the standard semantics, see [Proposition 2.4 A con-
sequence is that one can freely choose to adopt either Sy or Sy as their
favorite operational semantics for priority channel systems. In practice, we
find it simpler to design and prove the correctness of some PCS—as we will
in Sections [§] and [f}—when assuming the write-superseding semantics since
it is less liberal and easier to control. And we find it simpler to develop the
formal theory of PCSs when assuming the internal-superseding semantics
since it is finer-grained.

Proposition 2.4. Let Cy = (q,¢,...,€) be a configuration with empty
channels, and Cy be any configuration. Then Cy i>w Cy if, and only if,
Co 54 Cy.

The proof is organized in the three Lemmata below.

Remark 2.5. Observe that the requirement of empty channels for Cp in
[Proposition 2.4] cannot be lifted, as illustrated with However,
using standard coding tricks (e.g., storing initial channel contents in con-
trol states), one can reduce a reachability or termination problem starting
from an arbitrary initial configuration to the same question starting from an
empty-channel Cp, and show its decidability by combining [Proposition 2.4|

and [Theorem 2.121 O
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Lemma 2.6 (From Sy to Sy). If Sy has a run C i>w D then Sy has a
run C i># D.

Proof. We show that —, is contained in i>#, assuming for the sake of
simplicity that S has only one channel.

A writing step (p, x) !—a>w (¢,y) with z = zb;---bj and y = za in Sy can

be simulated in Sy with (p, z) '—a># (¢,zb1---bja) ﬂ# (q,2b1bj_1) ﬁ#
e M# (¢, z a), where ¢ = |z| and k = |z|. Reading steps simply coincide
in Sy and Sx. O

In the other direction, one can translate runs in Sy to runs in Sy, as stated
by following lemma.

Lemma 2.7 (From Sy to Sy). If Sy has a run C =4 D then Sy has a
run C' S D for some C' <ux C. In particular, if the channels are empty
in C, then necessarily C' = C and C' >y, D.

Proof. Again we assume that S has only one channel.

Write the run C' i># D under the form Cy =4 C1 =4 -+ —u C)
and rearrange its steps so that superseding occurs greedily. This relies on
LCemma 2.8 stated next.

Repeatedly applying to transform Cj i># C, as long as pos-
sible is bound to terminate (with each commutation, superseding steps are
shifted to the left of reliable steps, or the sum ) _, k; of superseding positions

in steps C;_1 #4# C; increases strictly while being bounded by O(n?) for
a length-n run). One eventually obtains a new run Cj i># C,, with same
starting and final configurations, and where all the superseding steps occur

(at the beginning of the run or) just after a write in normalized sequences
of the form

la #0 HO0-1 #0-2 0
C=(qa) SpDp "5y 5, O, (2)

|
where furthermore £ = |z|. In this case, Sy has a step C —5, C".
Greedily shifting superseding steps to the left may move some of them
at the start of the run instead of after a write: these steps are translated

into C' >4 C' in Finally, the steps that are not in normalized

sequences are reading steps which exist unchanged in Sy. (]
Lemma 2.8 (Commuting #-steps).

(1) If ¢4 ?—a># Cy ﬂ# Cs then there is a configuration C4 s.t. Cy ﬂﬂ#
Cy 8y C.

(2) C1 = (q,2) !—a># Cy ﬂ# Cs with k < |z|, then there is a configuration
Ch st Cy 5, Ch Sy O

(3) If C1 = (q,x) ﬂ# Co ﬂ# Cs with k1 < ko then there is a config-
uration CY s.t. Cy @# c, ﬁ# c".
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2.2. Priority Channel Systems are Well-Structured. Our main result
regarding the verification of PCSs is that they are well-structured systems,
which entails the decidability of standard decision problems via the generic
decidability results from [2, 20, 38]. Let us first recall the definitions of
well-quasi-orders and well-structured systems.

Definition 2.9 (wqo). Let (A,<4) be a quasi order. Then (A,<,4) is a
well-quasi-order (wqo) if for any infinite sequence xg, x1, x2, ... over A there
exists two indices ¢ < j such that z; <4 x;.

A simple example of a wqo is any finite set ¥ with equality (3, =), thanks
to the pigeonhole principle. More generally, complex wqos can be build from
simpler one by algebraic operations [37]. Let (A;, <4,) and (Ag,<4,) be
W(qOSs:

e Their disjoint sum A+ Ay < {(z,i) | i € {1,2} and x € A;} is well-
quasi-ordered by the sum ordering <. defined by (x,i) <y (y, ) P
t=jand v <y, y.

e Their Cartesian product A; x Ay < {{z,y) | z € A; and y € Ay} is

well-quasi-ordered by the product ordering <, defined by (z,y) <«

(' ) &y <a, o

Lemma.
e The set A7 of finite sequences over A; is well-quasi-ordered by the

and y <4, 3. This is also known as Dickson’s

substring embedding relation <, defined by x <. y W= ai---ayg,
y=1y0b1y1 - yebryes1 for some a;,b; in A and y; in A*, and a; <4,
b; for every 1 < ¢ < {. This is known as Higman’s Lemma, and is
instrumental in the study of lossy channel systems (cf. .

Definition 2.10 (WSTS). A well-structured (transition) system (WSTS)
is a tuple § = (4, —, <4) with — C A x A such that
(1) (A,<4) is a wqo; and
(2) — is compatible with respect to <4, i.e., if x — y and 2 <4 2’ then
there is some ¢/ such that 2’ = 3/ and y <4 ¢/.

A WSTS enjoys a stronger stuttering compatibility if the second condition
is altered to require 2/ = ¢/, Let S = (X4,Ch, Q, A) be a PCS, we define the

following order on configurations of S: C' <4 D & is some Py Y1y -y Ym)
and D is (p,x1,...,2m) with z; <y y; for all ¢ = 1,...,m. Equivalently,
C <4 D if C can be obtained from D by internal superseding steps.

Theorem 2.11 (PCSs are WSTSs). For any PCS S, Sy = (Confs, =4
,<#), i.e., the transition system Sy with configurations ordered by <y, is
a well-structured system with stuttering compatibility.

Proof. We have to show that the two conditions required in [Definition 2.10

hold. Proving that (Confy, <4) is a well-quasi-ordering is the topic of [Sec-

[tion 3] and will be established in a more general setting in [Theorem 3.6}
Checking stuttering compatibility is trivial with the <4 ordering. Indeed,

assume that C' <y C’ and that C —4 D is a step from the “smaller”

configuration. Then in particular C’ i># C by definition of —4, so that
clearly C’ i># D and C’ can simulate any step from C. O
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A consequence of the well-structuredness of PCSs is the decidability of
several natural verification problems. In this paper we focus on “Reach-
ability,” aka “Safety” when we want to check that a configuration is not
reachable: given a PCS, an initial configuration Cy, and a recursive set of
configurations G C Confy, does Cy i># D for some D € G? Another de-
cision problem is “Inevitability,” i.e. to decide whether all maximal runs
from Cjy eventually visit G, which includes “Termination” as a special case.

Theorem 2.12. Reachability and Inevitability are decidable for PCSs.

Proof (Sketch). In order to apply the generic WSTS algorithms from [20], we
have to prove that the order <4 is decidable, and that the set of immediate
successors of a configuration and the minimal immediate predecessors of an
upward-closed set are computable.

Deciding the ordering <4 between configurations is in NLOGSPACE; the
proof of this fact is the objective of Moreover, the operational
semantics is finitely branching and effective, i.e., one can compute the imme-
diate successors of a configuration and the minimal immediate predecessors
of an upward-closed set.

We note that Reachability and Coverability coincide (even for zero-length

runs when Cj has empty channels) since i># coincides with >4 o i>#, and
that the answer to a Reachability question only depends on the (finitely
many) minimal elements of G. One can even compute Pre*(G) for G given,
e.g., as a regular subset of Confs.

For Inevitability, the algorithms in [2, 20] assume that G is downward-
closed but, in our case where i># and >4 o i># coincide, decidability can
be shown for arbitrary (recursive) G, as in [40, Theorem 4.4]. O

3. PrIORITY EMBEDDING

In this section we establish that the superseding ordering <4 on words en-
joys the well-quasi-ordering properties we require for reasoning about PCSs.
In order to keep our results generic, as already stated at the beginning of
we establish those properties over an alphabet that is more general

than the one introduced in [Definition 2.1] Instead of allowing for messages

consisting merely of priorities, we allow for messages over an arbitrary well-
quasi-ordering to be tagged with priority numbers. This is in line with the

algebraic operations on wqos presented at the beginning of
Definition 3.1 (Generalized Priority Alphabet). Let d € N be a priority
level and let (I',<p) be a well-quasi-order, a generalized level-d priority
alphabet over T" is ¥4 o {(a,w) |0 <a<d,weT}.

Subsequently, we call ¥, a generalized priority alphabet for brevity. In

analogy to the internal superseding steps in we define the gener-
alized priority relation — 4 1 over finite strings in X - via a string rewriting

system with the following two families of rule schemata:
{(a,w)(d",w") =g r (¢ W) [a<a,weT}, (3)

{(a,w) =41 (a,w) |w' <pw}. (4)
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Informally speaking, the first line states that a string can be rewritten if
some higher-priority message supersedes a lower priority message, and the
second that any message can be rewritten to a message that is below in the
wqo (I, <p).

We define <y r aef é#, i.e., <y is the reflexive transitive closure of
the inverse of —4 . The main purpose of this section is to prove that
(EZ’F, <ur) is a well-quasi-ordering, cf. [Definition 2.10 To this end, we
will first establish a characterization of <4 r via an embedding relation and
subsequently prove that the obtained priority embeddings yield a well-quasi-
ordering.

Before we continue, let us remark that the priority alphabet in
and — can be obtained by considering (I', =) for some singleton
set I'. Whenever we drop the index I'; we implicitly refer to this well-quasi-
ordering. Letting I" be a finite set of messages represented as strings and <p
the identity relation yields a generalized priority alphabet where a priority
can be assigned to each message. Such an alphabet underlies for instance
the well-quasi-ordering that we will later use for showing that planar planted
trees are well-quasi-ordered under minors, cf. Another example
is I' = ¥* for some finite alphabet ¥ and where <r is the substring embed-
ding, which allows for representing unbounded messages on a lossy channel
which are tagged with a priority level. Finally, we wish to mention that for
a generalized priority alphabet Y1, if we wish to apply ¥4 in a PCSs,
for [Theorem 2.12|to hold, (I', <r) has to fulfill the same properties required

from (X3, <4) in [Theorem 2.12,

3.1. Embedding with Priorities. Given x,y € X}, we define the gen-
eralized priority embedding Ty 1 by

zChry & 2= (a1, 01) - (ag, v)
=y (a1, w1) y2 (az, w2) - - - yr (ag, we)

x
Yy
Vlgigﬁ:yieEZiyrandvigrwi.

For example, in the singleton case, 201 T, 22011 but 120 £, 10210, since
factoring 10210 as 211222230 would require z3 = 1 ¢ £{. If T, y then z is a
subword of y and x can be obtained from y by removing factors of messages
with priority not above the first preserved message to the right of the factor.
Observe that Ty is similar (but not equivalent) to the Higman subword
embedding for d = 0. From the definition above, we get the following
properties which we will implicitly use subsequently:

eCory iff y=¢, (5)
r1 Epryt, 2 Eprye  imply zi22 Cpry1y2, (6)
z122 Cpry implies Jy; Jprar: 3y Jpraxe:y=vi1y2, (7)

v <rw implies Y0 <a<d:Vz€ X, :(a,v) Epr 2(a,w) .
8)

EN|

Lemma 3.2. Let X1 be a generalized priority alphabet. Then (¥, Cpr)
s a quasi-ordering.
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Proof. We have to show that (X%, Cpr) is reflexive and transitive. Re-
flexivity is obvious from the definition of Cpr- Regarding transitivity, let
T,y,2 € EZI be such that « T, r y Cpr 2 and write = (a1, u1) - - - (ag, up).
Since  Cpr y, by definition we can write y = yi(a1,v1)- - ye(ae, ve),
where u; <p v; and each y; = (b1;,v1:) - (bm;i,Um,i) € X, for all
1 <4 < £ Consequently, since y C,r 2, we can decompose z as z =
z1(ay,wr) - - - zg(ag, wy), where each z; is of the form

zi = 21,015, w14) *  Zmyi(Dmg iy Wing i) 25

Since each (bj;, w;;) € Ezi r» by definition of T, we have z; € Z(’;i r» hence
the above decomposition of z in particular yields z CTp r 2. O

The generalized priority embedding acts as a relational counterpart to the
more operational generalized superseding ordering. In fact <ur and Cpr
coincide, as shown by the next lemma.

Lemma 3.3. For any =,y € E;‘}I, x <gpryif, and only if, v Cyr y.

Proof. In the following, write x as = = (a1, v1) - - - (ag, vVg)-

Suppose * <xr Y, .e., Yy i)#r x. We show x T, r y by induction on the
number of superseding steps. The base case where no superseding occurs
entails z = y and we rely on the reflexivity of T . For the induction step,

let y —4 1 2 such that z i>#7p x. By the induction hypothesis, x C,r z,
i.e., z can be factored as z = z1(ay,w1) - - - zk(ag, wy) such that z; € Yo
and v; <p w; for all 1 <7 < k. We do a case distinction on which rewriting
rule is applied in order to obtain y —4 r 2:
o Ify =4 zvia then y is obtained from z by replacing some z; =
Zj1 - Zje; with z; = zj1 - Zji—1(b,w)zj; - -z, for some 1 < <
¢j+1,1 < j <kand (b,w) such that in particular b < a;, and hence
z; € 35, r- Thusy factors asy = z1 (a1, wr) - - - 25(aj, wy) - - - 2k (ak, w),
which allows us to conclude that = E,r y.
o Ify =4 zvia , y is obtained by replacing some (a,w) occurring
in z with (a,w’) for some w’ >p w. By transitivity of <r, x Ty y
follows immediately.

Conversely, assume x T, 1 y: then y factors as y = y1 (a1, wr) - - - yg(ag, wg).
Since for every (a,w) occurring in some y; we have a < a;, by repeatedly
applying we have y —% 2z = (a1, wy) - (ag, wy). Moreover, v; <p w;
for all 1 <14 < k, and thus by repeated application of we get z —>*#7F x,
as required. O

3.2. Priority Embedding is a Well-Quasi-Ordering. The purpose of
this section is to prove that T, r is a well-quasi-ordering. By application of
this entails that <4 r is a well-quasi-ordering as well. We rely
for this on the algebraic operations presented in and on order

reflections:

Definition 3.4 (Order Reflection). Let (A4, <4) and (B, <p) be two quasi-
orders. An order reflection is a mapping r: A — B such that r(z) <p r(y)
implies x <4 y.

The following is folklore (and easy to see):



THE POWER OF PRIORITY CHANNEL SYSTEMS 11

Fact 3.5. Let (A,<4) and (B,<p) be two quasi-orders and r be an order
reflection A — B. If (B,<p) is a wqo, then (A,<4) is a wqo.

In the following, we define the height of a sequence x € Xj ., written

h(zx), as being the highest priority occurring in z. By convention, we

let h(e) = —1. Thus, = € S}y if and only if h > h(z), and we fur-

ther let ¥_ . Any x € X% has a unique canonical factorization
x = xo(h,v1)x1 - Typ—1(h, U )T, where m is the number of occurrences of
h = h(z) in  and where the m + 1 residuals xo, z1,..., 2y are in X} _, .

Theorem 3.6. Let Xgr be a generalized priority alphabet. Then (X, Cpr)
1 a well-quasi-ordering.

Proof. We proceed by induction on d. For the base case d = —1, i.e. for the
empty priority alphabet, (Eil,F, Cor) = ({e}, =) is a wqo.
For the induction step, any = € X - the canonical height factoring gives

x =x0(d,v1)x1 - Tm—1(d, V)T, 9)

with residuals z; € X%, for all 0 < ¢ < m. By the induction hypothe-
sis, (EZ_LF, Cpr) is a well-quasi-ordering. We exhibit an order reflection
r:Y5p — Oqr, where

Our & Yaoar + 85 X ({d} xT) x Xg1r)* x ({d} xT') x 54 p.

(10)

Since Ogr is obtained from the well-quasi-orders (3% _; 1, Epr), (I, <r

), and equality on {d} by disjoint sum, Cartesian product, and substring
embedding, [Fact 3.5 will allow us to conclude that (X7, Cpr) is a well-
quasi-order. To this end, for x and m as above, if m > 0 we define

r(z) = (zo, (((dyv1),21) - ((dy V1), Tm1)), (dyU), T) , (1)

and r(z) ' 2o = 2 if m = 0. We need to verify that, whenever r(x) <

r(y) with respect to the ordering < associated with ©41 by the algebraic
operations, then Ty 1 y. This is obvious when both r(z) = z and 7(y) =y
are in ¥y, p. Otherwise, let (z) be as in and write

T(y) = (:’-/07 (((dawl)v yl) T ((dv wn—l)v yn—l))7 (dv wn)vyn) :

Since r(x) < r(y), from the product ordering we obtain

7o Cpr %o , (12)
Um < Wy, and x,, T, 1 yp, while from the subword ordering we obtain the
existence of indices 1 < i1,...,%,;,—1 < n such that v; <r Wy and z; Cpr Yi;

for all 0 < j < m. Setting ig 0 and im et n, observe that by @ and ,

(d,vj)x; Cpr (d,wi; +1)Yi; 41 Yij—1(d, wi)ys, (13)

for all 0 < j < m, which together with and @ implies * Cpr y as
desired. 0
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Remark 3.7. [Theorem 3.6| and [Lemma 3.3| prove that <. is a wqo on con-
figurations of PCSs, as we assumed in [Section 2.2| There we also assumed
that <4 is decidable. We can now see that it is in NLOGSPACE, since, in
view of one can check whether z <4 y by reading z and y simul-
taneously while guessing nondeterministically a factorization ziaq - - - zpay of
y, and checking that z; € X7 . O

4. FAST-GROWING UPPER BOUNDS

The verification of infinite-state systems and WSTSs in particular turns
out to require astronomic computational resources expressed as subrecursive
functions [27,[19] of the input size. We show in this section how to bound the
complexity of the algorithms presented in and classify the Reach-
ability and Inevitability problems using fast-growing complexity classes [35].

To this end, we first provide the necessary background on subrecursive
function in The heart of the upper bound proof is a specialized
Length Function Theorem for (37, Cp 1), obtained in by instru-
menting the proof of and applying a generic Length Function
Theorem from [36]. This allows us to derive F., upper bounds and new

combinatorial algorithms for PCS verification in

4.1. Subrecursive Hierarchies. Throughout this paper, we use ordinal
terms inductively defined by the following grammar

(Q23) a8,y := 0w |a+p

where addition is associative, with 0 as the neutral element (the empty sum).
Such a term o = Zf:o w is 0 if kK = 0, otherwise a successor if ap = 0 and
a limit otherwise. We often write 1 as short-hand for w®, and w for w'. The
symbol A is reserved for limit ordinal terms.

We can associate a set-theoretic ordinal o(«) to each term « by interpret-
ing + as the direct sum operator and w as N; this gives rise to a well-founded
quasi-ordering a < 8 & o(a) < o(f). A term a = Zle w® is in Cantor
normal form (CNF) if a1 > ag > --- > a; and each q; is itself in CNF for
i=1,...,k Terms in CNF and set-theoretic ordinals below ¢ are in bijec-
tion; it will however be convenient later in to manipulate terms
that are not in CNF.

With any limit term X, we associate a fundamental sequence of terms
()\n)nEN:

n

e N —
Y+ Tyt wf n=y+wf o0 (M) E eyt
(14)
This yields A\g < A1 < -+ < A for any A, with furthermore A = lim,cy An.
For instance, w, = n, (w*), = w", etc. Note that A, is in CNF when \ is.
We need to add a term gg to €2 to represent the set-theoretic g, i.e., the
smallest solution of x = w®. We take this term to be a limit term as well;
we define the fundamental sequence for £y by (¢)r def Q,,, where for n € N,
we use §2,, as short-hand notation for the ordinal w* Jn stacked w's je., for

def def
Qo =1and Q11 = witn
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4.1.1. Inner Recursion Hierarchies. Our main subrecursive hierarchy is the
Hardy hierarchy. Given a monotone expansive unary function h: N — N, it
is defined as an ordinal-indexed hierarchy of unary functions (h*:N — N),
through

m) S, hn) Er*(hn),  RMNn)Ertn).  (15)

Observe that h' is simply h, and more generally h® is the ath iterate of h,
using diagonalization to treat limit ordinals.
A case of particular interest is to choose the successor function H(n) &

n + 1 for h. Then the fast growing hierarchy (F,)a can be defined by F, &

H“" | resulting in Fy(n) = H'(n) = n+ 1, Fi(n) = H¥(n) = H"(n) = 2n,
Fy(n) = H“’2(n) = 2"n being exponential, F3 = HY being non-elementary,
F, = H*" being an Ackermannian function, F_; a k-Ackermannian func-
tion, and F;, = H®® o H a function whose totality is not provable in Peano
arithmetic [19].

4.1.2. Fast-Growing Complezity Classes. Our intention is to establish the
“F, completeness” of verification problems on PCSs. In order to make this
statement more precise, we define the class F. as a specific instance of the
fast-growing complexity classes defined for o > 3 by [35]
F, = |J DTME(Fa(p(n), Fa=|JFDTME(ES(n),  (16)
pel b<a F3 c<w

where the class of functions .%, as defined above is the ath level of the ex-
tended Grzegorczyk hierarchy [27] when o > 2. In other words, .%, is the set
of functions computable in time FY, a finite iterate of F,,. In particular, %
is the set of elementary functions, (J,.,, %« the set of primitive-recursive
functions, while (J,, . 0 F 1s exactly the set of ordinal-recursive (aka “prov-
ably recursive”) functions [19]. Then F,, is the set of decision problems that
can be solved in time Fy, o p for some p in Uz, Z5-

The complexity classes F, are naturally equipped with (J s<a F3 as classes
of reductions. For instance, .7 is the set of elementary functions, and F's
the class of problems with a tower of exponents of height bounded by some
elementary function of the input as an upper boundﬂ

4.2. The Length of Controlled Bad Sequences. A finite or infinite
sequence xo,T1,T2,... over a quasi-order (A,<,4) is called bad if, for all

indices ¢ < j, x; £4 x;. |Definition 2.9 can thus be restated by saying that

(A,<4) is a wqo if and only if every bad sequence over A is finite. In order
to bound the complexity of the algorithms from we wish
to bound the lengths of bad sequences over the wqo (Confs, <4). More
precisely, the main issue here is to bound the length of bad sequences over
(23, Cp); we actually work in the more general case of (X, Cpr).

INote that, at such high complexities, the usual distinctions between deterministic vs.
nondeterministic, or time-bounded vs. space-bounded computations become irrelevant.



14 C. HAASE, S. SCHMITZ, AND PH. SCHNOEBELEN

4.2.1. Controlled Sequences. We employ to this end the framework and re-
sults of [36]. The first observation is that bad sequences over (¥%,C,) can
be of arbitrary length: for every N > 0, the sequence

1,0M, 0N .0

is indeed a bad sequence of length N + 1 over (X}, C;). Thankfully, what
we are looking for are not general bounds over all the bad sequences, but
over the kind of sequences that arise in the algorithms of
in particular, the bounds can take into account how fast the lengths of the
strings in the sequence can grow. Define a normed wqo as a wqo (A, <y4)
further equipped with a norm |.|4: A — N. As a sanity condition, we ask for

def
Acn ={z € Al |z[s <n} (17)
to be finite for each n.
The wqos introduced in can be normed for instance by

def . def
’a‘z = 0, ‘(xa7’>‘A1+A2 = ‘x’Al ’

def def
(@, y)| A1 x4, = max(|z]a,, [y|a,) » |21 - 'xf‘AT = 1H<1?<X€(f, |ila,)

where (X, =) denotes a finite set with equality. For (3% .,Cp,r), we choose
similarly
def

DU 112??@(6’ lwilr) , (18)

(a1, w1) - -+ (ag, we)

where we assume (I', <r) to be normed by |.|r. By the definition above, this
simplifies to

(a1, w1) -+~ (ag, we)|s; =1 (19)

when I is finite.

Let g:N — N be a strictly monotone function (hereafter called a control
function), and n be a non-negative integer. A sequence xq,x1,T2,... OVer
(A, <a,].]a) is (g,n)-controlled if, for all i, |z;]4 < ¢g*(n) the ith iterate of
g. Note in particular that this entails |zg|4 < n. Given an algorithm that
relies on (A, <4) being a wqo for its termination, i.e., on the fact that bad
sequences over (A, <4) are finite, the intuition is that g should bound how
fast the norm of the elements in our bad sequences can grow, and n should
bound the norm of the initial element. As shown in [36], for a given g and
n, bad (g, n)-controlled sequences over (A, <y,|.|4) have a maximal length
denoted L 4(n).

4.2.2. Normed Reflections. The Length Function Theorem in [36] provides
suitable subrecursive upper bounds on the function L4, when A is con-
structed using the elementary wqo algebra that allows disjoint unions, Carte-
sian products and Kleene star to be used over finite sets. We are going to
exploit these bounds together with the order reflection employed in the proof
of to obtain a bound on Ly 4.

A reflection 7: A — B between two normed wqos (4, <4, |.|a) and (B, <p
,|-1B) is normed if |r(z)|p < |x|4 for all x in A. We write “A < B” if there
exists such a normed reflection from A to B. Observe that, if xg,z1,...
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is a (g,n)-controlled bad sequence over A, then r(zg),r(x1),... is also a
(g,n)-controlled bad sequence, this time over B. Thus A < B implies
Lyg<Lpy.

One can check that the reflection r: Zfl,r — ©Og41 used in the proof of

Theorem 3.6/is normed. If z is in 33 | 1, then r(z) = x itself with [z|sg: = =

r(z){e,r- Otherwise, let z be factorized as in (9); r(x) is given in (L1).
Then on the one hand

m
olvie = oL, (o 2 el sl ) 20)
1=

while on the other hand

|7“(J?)|ed,p = max (|960|2;_17F, lglgﬁgl(m — 1, |vilr, |$i!2;_l’r)> | Wi T, |Tm

(21)
which indeed satisfy

2lss, = (@)l (22)
and therefore X% . < ©4 1 for all d,I". Define now

def def
O r=1 0 r =0y 11+0, 1 prx(Tx0) 1) xTx60) 1, (23)

where 1 denotes the singleton set. Because < is a precongruence for

the elementary algebraic operations [36, Proposition 3.5], we deduce that

Yir < O and thus

(24)

for all normed wqos T', all d, and all control functions g. Assuming (I, <p
,|-Ir) to be elementary, then each ©j . is also elementary, i.e. we are going
to be able to apply the Length Function Theorem to it and derive an upper
bound for L@&,r»g’ and thereby for Ly g

<
LEZ,M — L@fi’r,g

4.2.3. Mazximal Order Types. The version of the Length Function Theorem
we wish to apply requires the computation of the mazimal order type of @;l,l“'
This is a measure of the complexity of a wqo (A, <4) defined in de Jongh
and Parikh [I7] as the maximal order type of its linearizations: a lineariza-
tion < of <4 is a total linear ordering over A that contains <4 \ >4 as a
subrelation. Any such linearization of a wqo is well-founded and thus iso-
morphic to an ordinal, called its order type, and the maximal order type of
(A, <) is therefore the maximal such ordinal.

De Jongh and Parikh provide formulse to compute the maximal order
types of elementary wqos based on their algebraic decompositions as dis-
joint sums, Cartesian products, and Kleene star—using respectively the sum
ordering, the product ordering, and the subword embedding ordering—:

o(A+ B) =0(A)®o(B),
0(Ax B)=0(A)®o(B),

. W™ A s finite,
o(A¥) = o(4) .
wv otherwise.

x
Ed—l,l“) )
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Here, the @ and ® operations are the natural sum and natural product on
ordinals, defined for ordinals in CNF in ¢y by

m n m—+n m n m n
SwoywreSio, Fueysedoe. o
i=1 j=1 k=1 i=1 j=1 i=1 j=1

where 1 >+« > Y4y is a reordering of 81, ..., By, By, -, OBh-

Schiitte and Simpson [41] compute the exact maximal order type of a wqo
related to (X, C,). Here we are content with the maximal order type of
911,1“ (which also provides an upper bound on that of Yir)- By and [30],

Proposition 5.2], we obtainﬂ

Proposition 4.1 (Length Function Theorem for ¥} ). Let d € N and
assume ' is an elementary wqo and g is a control function. Then there

ezists a polynomial p independent of d,T', g such that Ly 4 < (pog)o(gfﬂ).

4.2.4. Finite Alphabets and Successor Control. [Proposition 4.1]is more gen-
eral than useful for deriving upper bounds on PCSs verification. Even if
we use a generalized priority alphabet in our PCSs, by allowing read and
write rules to manipulate pairs in ¥4 instead of only priorities in g, we
can safely assume that the underlying alphabet I' is finite and part of the

input, with maximal order type o(I') = |I'|. Similarly, the successor func-

tion H (z) &' 2 + 1 can be chosen for the control function g, thus po g in

[Proposition 4.1]is simply a polynomial.
We can furthermore simplify the ordinal index in [Proposition 4.1 First
note that

0(O4r) < (4141 (26)

wlT )
for all d in N, where (Qy(q41)+1)r] = W™ }2(d+ 1) stacked w’s - Second, an
ordinal term « in CNF can be written as & = w™ - ¢ + --- + W - ¢,

for o > a1 > -~y and 0 < ¢1,...,¢, < w. Define then its mazimum
coefficient N (o) as maxi<j<m(N(a;),¢;). Observe that for all d in N,
N(o(©gr)) < |TT. (27)

The following simplified statement then holds:

Corollary 4.2. Let d € N and ' be a finite non-empty alphabet. Then
there exists a polynomial h independent of d,I" such that L22F7H(n) <

RS2 0+1(n) for all n > |T|.

Proof. By |Pr0position 4.1| it suffices to show that ho(%vf)(n) < hfarn+(p)
for all n > |T'| > 0. We show instead ho(%vf)(n) < W 2w+n+1)irl () since
it allows to conclude. By monotonicity of the Hardy functions in the or-
dinal index for the pointwise ordering—see [19, Theorem 2.21.2] or [37,
Lemma A.10]—it suffices to show that o(©;; ) € (Qa(ay1)+1)r[|T]], which
is entailed by and [37, Lemma A.5]. O

2To be precise, [36 Proposition 5.2] only provides bounds for ezponential wqos—where
there are no nested applications of the Kleene star operation—but it can be generalized
to elementary wqos.
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4.3. Complexity Upper Bounds. Now that we are armed with a Length
Function Theorem for (ZZI, Cp,r), we can prove an upper bound for PCS
verification:

Theorem 4.3 (Complexity of PCS Verification). Reachability and Inevitabil-
ity of PCSs are in F,.

Let us explain the steps towards an upper bound for Termination in some
detail; the results for Reachability and Inevitability are similar but more
involved—see [37), B8] for generic complexity arguments for WSTSs.

A Finite Witness. Observe that, if an execution Cy —4 C1 —4 Co =4 - -
of the transition system Sx verifies C; <4 C; for some indices ¢ < j, then
because Sy is a WSTS, we can simulate the steps performed in this sequence
after C; but starting from C; and build an infinite run. Conversely, if the
system does not terminate, i.e. if there is an infinite execution Cy —4
Cy —4 Cy =4 - -+, then because of the wqo we will eventually find 7 < j
such that C; <4 C;. Therefore, the system is non-terminating if and only

if there is a finite witness of the form Cy 4 C; B4 C; with C; <y C.

Controlled Witnesses. Another observation is that the size of successive con-
figurations cannot grow arbitrarily along runs; in fact, the length of the
channels contents can only grow by one symbol at a time using a write tran-
sition. This means that if we define |C' = (¢, 21, ..., zm)| = X1, |z;], then
in an execution Cy —v4 C1 —v4 Co —vy -+, |Ci| < |Co| +1i = HY(|Cyl), i.e.
any execution is controlled by the successor function H.

Applying the Length Function Theorem. |Corollary 4.2|yields an hf%2(@+n+1 (1Co| + 1)
upper bound on the length of bad (H, |Cy|)-controlled sequences over (3% 1, Cp1)

for some polynomial h. It can be lifted to bound the maximal length of a

witness in Sy, when considering instead the ordinal og o (Qo(d1y+1)™ -
|Q|. Setting |S| = |A| + |Q| + d + m + |T'|, we see that this length is
less than He (p(|S| + |Co|)) < F-, (p(|S]+ |Co|)) for some fixed ordinal-
recursive function p.

A Combinatorial Algorithm. Because the functions (h%), are elementary
constructive [35, Theorem 5.1], the above discussion yields a non-deterministic
algorithm in F, for Termination: compute L = h?S(|Cy|+ |I'|) and look for
an execution of length L + 1 in Sx. If one exists, it is necessarily a witness
for nontermination; otherwise, the system is guaranteed to terminate from
Co.

We call this a combinatorial algorithm, as it relies on the combinato-
rial analysis provided by the Length Function Theorem to derive an upper
bound on the size of a finite witness for the property at hand—here Termi-
nation, but the same kind of techniques can be used for Reachability and
Inevitability.

5. HARDY COMPUTATIONS BY PCSs

In this section we show how PCSs can weakly compute the Hardy func-
tions H® and their inverses for all ordinals « below 2, which is the key
ingredient for below stating our hardness result. For this, we
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develop in [Section 5.1| encodings s(«) € XY for ordinals o € €3 and show
how PCSs can compute with these codes, e.g. build the code for A, from

the code of a limit A\. This is used in [Section 5.3|to design PCSs that weakly
compute H* and (H®)~! in the sense of [Definition 5.5 below.

5.1. Encoding Ordinals. Our encoding of ordinal terms as strings in 37
employs strings of a particular form. For 0 < a < d, we use the following
equation to define the language C, C X} of codes:

Co e+ CoCyira, c¥e. (28)
Let C = C_1+Cy+ -+ Cyq. Each C, (and then C itself) is a regular
language, with C, = (C,—1a)*; for instance, Cy = 0*.

5.1.1. Decompositions. A code x is either the empty word e, or belongs
to a unique C,. If x € C, is not empty, it has a unique factorization
x = yza according to (28) with y € C, and z € C,—1. Recall that h(z)
denotes the height function, thus a non-empty x = aj - - - ay is a code if and
only if ay = h(x) and a;41 —a; < 1 for all ¢ < ¢ (we say that x has no
Jumps: priorities only increase smoothly along codes, but they can decrease
sharply). For instance, 02 is not a code (it has a jump), but 001122 and
01223400123334 are codes.

The factor z € C,_1 in x = yza can be developed further, as long as z # e:
a non-empty code z € Cy has a unique factorization as © = yqyqg_1--- Yo a"d
with y; € C; for i = a,...,d, and where for 0 < a < b, we write a”b for
the staircase word a(a 4+ 1)---(b — 1)b, letting a”™b = ¢ when a > b. We
call this the decomposition of x. Note that the value of a is obtained by
looking for the maximal suffix of x that is a staircase word. For example,
x = 23312340121234 € C4 is a code and decomposes as

Y4 ys Y2 oy 174
x=2331234" ¢ " 012" ¢ "1234.

5.1.2. Ordinal Encoding. With a code x € C, we associate an ordinal term
n(z) given by
def 2
n(e) =0, n(yza) = nly) + ", (29)

where x = yza is the factorization according to of z € Cy \ {e}. For
example, n(a) = w® = 1 for all a € Sy, 7(012) = n(234) = w*, and more
generally n(a”b) = Q_,. One sees that n(x) < Q441 when z € C,.

The decoding function n: C' — Q441 is onto (or surjective) but it is not
bijective. However, it is a bijection between C, and 2,11 for any a < d. Its
converse is the level-a encoding function s,: Q2411 — Cy, defined with

p
w(30) Ear) o sal), sl P saal)a. (30)
=1

Thus s,(0) = ¢ and, for example,
s5(1) =5, s5(3) = 555, s5(w) =45,
s5(w?) = 4445 s5(w®) = 345, s5(w?”) = 2345 ,
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s5(w? + w?) = 4445445 s5(w - 3) = 454545 .

We may omit the subscript when a = d, e.g. writing s(1) = d.

5.1.3. Successors and Limits. Let x = yqyq—1 - ..Yq 0" d be the decomposi-
tion of z € Cy \ e. By (29), z encodes a successor ordinal n(z) = 8 + 1 if
and only if a = d, i.e., if z ends with two d’s (or has length 1). Since then
B =n(yq---Ya), one obtains the “predecessor of z” by removing the final d.

If a < d, x encodes a limit A. Combining and , one obtains the
encoding (x), of A\, with

()n = YaYa—1 - Yar1(vala +1))"(a+2)"d. (31)

For instance, with d = 5, decomposing x = 333345 = s(w“4) gives a = 3,
T = ysyay33”5, with y3 = 333 and y5 = ys = €. Then (x), = (3334)"5,
agreeing with, e.g. s(w*’2) = 333433345.

5.2. Robustness. A crucial property of our ordinal encoding is robustness,
i.e. that x C, ' should reflect the corresponding relation H"(*)(n) <

H"#") (n) on Hardy computations.

Proposition 5.1 (Robustness). Let a > 0 and x T, 2’ be two strings in
Cy. Then, H"®)(n) < H"®)(n') for alln < n' in N.

The proof of [Proposition 5.1| requires delving in some of the theory of sub-
recursive functions, and is postponed until [35.2.3

5.2.1. Properties of the Hardy Hierarchy. We first list some useful properties
of Hardy computations (see [19] or [37, App. A] for details). The first fact
is that each Hardy function is expansive and monotone in its argument n:

Fact 5.2 (Expansiveness and Monotonicity). For all a, o’ in Q andn > 0,m
n N,

n < H%n), (32)

n < m implies H*(n) < H%(m) . (33)

However, the Hardy functions are not monotone in the ordinal parameter:

H" W (n) =2n+1 > 2n = H"(n) = H¥(n), though n +1 < w. We will

introduce an ordering on ordinal terms in [§5.2.2 that ensures monotonicity

of the Hardy functions.
Another handful fact is that we can decompose Hardy computations:

Fact 5.3. For all o, in Q, and n in N,
HYt%(n) = H'(H%(n)). (34)

Note that holds for all ordinal terms, and not only for those «,~ such
that v 4+ « is in CNF—this is a virtue of working with terms rather than
set-theoretic ordinals.
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5.2.2. Ordinal Embedding. We introduce a partial ordering C, on ordinal

terms, called embedding, and which corresponds to a strict tree embedding
on the structure of ordinal terms. Formally, it is defined by o C, P
a=w 4 4w B=wh 4 ... 4w and there exist 1 < iy < iy <
... < ip < msuch that a; &, 8;; A+ ANay 5, B;,. Note that 0 £, « for
all a, that 1 C, « for all @ > 0. In general, a Z, w® and A\, Z, X\. This

ordering is congruent for addition and w-exponentiation of terms:

a B, and 85, B imply a+ B C, o + ', (35)

a C, o implies w® T, w® | (36)

and could in fact be defined alternatively by the axiom 0 C, o and the two

deduction rules and .

We list a few useful consequences of the definition of C,:

OéEo’H—wB implies a C,, 7, ora:7’+w5' with 7' C, v and 8/ C, 8,

(37)
n < m implies A\, Co Ay s (38)
a C, Aimplies oo T, Ay, or « is a limit and oy, &, Ay, . (39)

Proof of . Intuitively, there are two cases when we consider o C, o/ =
v + wh: either the w” summand of o' is in the range of the embedding or
not. If it is not, then already o C, 7. If it is, then o must be some v/ + w”’
and w?' C, w?, which implies in turn 8’ C, 8. O

Proof of . By induction on A: indeed if A = y+w?*! then \,, = v+w?’-
m, which is A, +w? - (m —n). If A = v+ w", the ind. hyp. gives X, T, X, ,
hence A\, :’y+w’\ln Eov—kw)‘/m = A\ O

Proof of . By induction on A. We can write A as some y+w? with § > 0
so that A, = v+ (W)n. If & C, 7, then a T, A, trivially. If a =4/ 41 is
a successor, 1 C, (wﬂ )n and again a =, A,,. There remains the case where
o=~ +w? is alimit (i.e. 8/ > 0) with v/ S, v and ' C, . If 3 is a limit,
then by ind. hyp. either 8 C, 8, and hence a T, A\, or 8’ is a limit and
Bl Co Bn, hence ay, 4, Ap,. Finally, if § = 6 4 1 is a successor, then either
B’ C, 6 so that o Cp v+ w® C, v 4+ w® - m = Ay, otherwise by (37), 8’ is a
successor &' + 1 with &' C, 8, and then (w?), = w? -n C, w’ - n = (W),
hence a, T, \y. O

Proposition 5.4 (Monotonicity). For all a,a’ in Q and n in N,
o T, o implies H*(n) < H* (n) .
Proof. Let us proceed by induction on a proof of a C, o/, based on the

deduction rules and (36). For the base case, 0 C, o/ implies H(n) =
n < HY (n) by expansiveness.
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For the inductive step with (35)), if & T, o and 3 C, /', then

H(n) = HO (HP () by
< H“ (Hﬂl(n)) by ind. hyp. and
< HY (HB/ (n)) by ind. hyp.
= HY ' (n). by

For the inductive step with , if @« C, o, then we show H*" (n) <
H“" (n) by induction on «':

e If &/ =0, then o = 0 and we are done.
e If o/ = 3/ +1 is a successor, then by eithera C, ', ora = +1

with 8 C, . In the first case, H*"(n) < H*” (n) < i (H(n)) =

H*" (n) by ind. hyp. and expansiveness. In the second case, we see
by induction on 7 € N that

(") ) = (") () (40)
for all i and n thanks to the ind. hyp. Thus H*"" (n) = (H‘”ﬁ>n (n) <

g\" 841
(H“’ ) (n) = H“ ~ (n) for all n, and we are done.

e If o/ = X is a limit, then by either « C, A} or « is a limit A
and A, T, N,. In the first case H*"(n) < H*"(n) by ind. hyp.; in
the second case H*" (n) = H*"" (n) < H*""(n) = H*" (n) using the
ind. hyp. U

5.2.3. Robustness. We are now in position to prove [Proposition 5.1}

Proof of [Proposition 5.1. We prove that n(x) =, n(z’) by induction on z and
conclude using [Proposition 5.4 and Eq. (33). If z = ¢, n(z) = 0 C, n(2/).
Otherwise we can decompose x as yza according to (28) with y € C, and
z € Com1. By (@), 2/ = y/7/a with y Cp v and za T, 2/a. Observe
that ¢/ and 2’ are in C,, and writing z'a = zja---z},a for the canonical
decomposition of z'—where necessarily each 2} is in Cy—1—, then 2z T, 2]

as there is no other way of disposing of the other occurrences of a in 2’.
By ind. hyp., n(y) C, n(y") and n(z) C, n(z}). Then, because n(z) =
n(y) + w™®) and n(z’) = n(y') + W) 4 ... 4+ W1Em) | we see by and
that n(x) &, n(2). O
5.3. Robust Hardy Computations in PCSs. Our goal is to implement

in a PCS the canonical Hardy steps, denoted with E), and specified by the
following two rewrite rules on pairs in 2 x N:

(+1,n) 4 (,n+1) for successors, (41

(A, n) 4 (An,n) for limits. (42

A Hardy computation for H*(n) is a sequence of rewrites (a, n) = (ag, no) LN

(a1,m1) LN (cg,mg). Note that 1 i provide a rewriting view of

the definition of Hardy functions in (15)). Thus H%(n;) remains constant
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0: 334545$ the ordinal term w*’ + w®
c: 0000$ the counter value 4
t: $ the temporary storage

FiGurE 2. Channels for Hardy computations.

throughout the computation, and if ay = 0 then ny = H%(n), in which case
we call the computation complete.

We do not implement canonical Hardy steps as PCSs, but construct in-
stead weak computers, which might return lower values. Our PCSs for weak
Hardy computations use three channels (see [Figure 2), storing (codes for)
a pair a,n on channels o (for “ordinal”) and c (for “counter”), and employ
an extra channel, t, for “temporary” storage. Instead of ¥;, we use X441
with d + 1 used as a position marker and written $ for clarity: each channel
always contains a single occurrence of $.

Definition 5.5. A weak Hardy computer for Q441 is a (d + 1)-PCS S with
channels Ch = {o, ¢, t} and two distinguished states Pbeg and penq such that:

if (Pbeg, =8, y$, 28$) i># (Pend, U, v, W) then x € Cy,y € 07, 2 = e, u,v,w € X538,
(safety)
if (Pheg: 5()$,0"8,8) 54 (Dend, 5(8)$,0™8,$)  then H*(n) > H(m).
(robustness)

Furthermore S is complete if for any o < Q441 and n > 0,
(Pbeg, s(a)$,0"$, $) i># (Pend, $,0$,9) (complete)
for m = H*(n), and it is inv-complete if

(pbeg, $a 0m$’ $) ;# (pend7 S(Oé)$, On$7 $) . (inv—complete)

Lemma 5.6 (PCSs weakly compute Hardy functions). For every d € N,
there exists a weak Hardy computer Sy for Qqy1 that is complete, and a
weak S’d_l that is inv-complete. Furthermore Sg and Sd_1 can be generated
in LOGSPACE from d.

We design a complete weak Hardy computer for by assembling
several components. The weak Hardy computer Sy is actually composed
of two components Sy 1 and Sy in charge respectively of applying the
successor and limit steps, and similarly S@,_1 is composed of two
components S;jrl and S;}\ in charge of reversing those steps.

5.3.1. Successor Steps. We start with “canonical successor steps”, as per
. They are implemented by Sg 41, the PCS depicted in When
working on codes, replacing s(« + 1) by s(«) simply means removing the
final d (see , but when the strings are in fifo channels this requires
reading the whole contents of a channel and writing them back, relying on
the $ end-marker.
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Sy %&%@

FIGURE 3. Sy .1, a PCS for Hardy steps (o + 1 n) (o,n+1).

Remark 5.7 (Notational/graphical conventions). The label edge “qc'ﬂ;q’7 in
with c?0 as label, is shorthand notation for “q@) o q”, letting the

intermediary state remain implicit. We also use meta-rules like ﬂ

above to denote a subsystem tasked with reading and writing back a string
x over o while checking that it belongs to Cy; since Cy is a regular language,
such subsystems are trivial to implement. O

We first analyze the behavior of S; 1 when superseding of low-priority
messages does not occur, i.e., we first consider its “reliable” semantics. In
this case, starting Sg 41 in state p performs the step given in for suc-
cessor ordinals. More precisely, Sg 1 guarantees

(p, s(a+1)$, 073, $) el (1 u,v,w) iff u=s(a)$ A v=0""$ AN w=§.
(43)
Note that refers to “i>rel”7 with no superseding.

Observe that Sy 41 has to non-deterministically guess where the end of
s(a) occurs before reading d$ in channel o, and will deadlock if it guesses
incorrectly. We often rely on this kind of non-deterministic programming to
reduce the size of the PCSs we build. Finally, we observe that if x does not
end with dd (and is not just d), i.e., if n(z) is not a successor ordinal, then
Sq,+1 will certainly deadlock.

@i) cA0"rg _olx € Cy @

FiGure 4. de—l? a PCS for inverse Hardy steps («a,n +
—1
D)2 (a+1,n).

We now consider S ! A1 the PCS depicted in that implements the

—1
inverse canonical steps (a,n + 1) -, (a + 1,n). Implementing such steps
on codes is an easy string-rewriting task since s(a + 1) = s(a)d, however
our PCS must again read the whole contents of its channels, write them

back with only minor modifications while fulfilling the safety requirement of
Definition 5.5, When considering the reliable behavior, Sd_}rl guarantees
(p,2$,8,$) Sral (ryu,v,w) iff £ € Cy,3n:y = 0" u=s(n(z)+1)$,v = 0"$, and w = $.
(44)
Consider now the behavior of Sy 41 when superseding may occur. Note
that a run (p, z$, y$, 28) = (r,...) from p to r is a single-pass run: it reads

the whole contents of channels o and ¢ once, and writes some new contents.
This feature assumes that we start with a single $ at the end of each channel,
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as expected by Sg 1. For such single-pass runs, the PCS behavior with
superseding semantics can be derived from the reliable behavior: for single-
pass runs, C' —, D if and only if C' 5, D’ >4 D for some D'.

Combined with (43)), the above remark entails robustness for Sy 11: (p, s(a+
1)$,0"$,$) Sy (r,5(8)8,0"'$,$) if and only if s(8) <4 s(a) and 0"'$ <y
0"*+1$, i.e., n’ < n + 1. With [Proposition 5.1, we deduce H?(n’) < H*(n).

The same reasoning applies to 5’;41_1 since this PCS also performs single-
pass runs from p to 7, hence (p, s(2)$,0"$,$) S, (r,5(5)$,0"'$,$) if and
only if 5(8) <4 s(a+1) and n’ <n — 1. Thus H?(n') < H%(n).

5.3.2. Limit Steps. Our next component is Sy, se which im-

plements the canonical Hardy steps for limits from (42). The construction
follows : Saa reads (and writes back) the contents of channel o; guess-
ing non-deterministically the decomposition yg . .. yat+1y.a(a + 1)"d of s(N),
it writes back y4...y.+1 and copies y, on the temporary t with a + 1 ap-
pended. Then, a loop around state g, copies 0" from and back to c. Every
time one 0 is transferred, the whole contents of t, initialized with y4(a + 1),
is copied to o. When the loop has been visited n times, Sy ) , empties t and
resumes the transfer of s(\) by copying the final (a + 2)"d.

For clarity, Sgxq as given in assumes that a is fixed. The actual
Sa,» component guesses non-deterministically what is the value of a for the
s(A) code on o and gives the control to Sy o accordingly.

O?yaECa§t!ya g‘tmg

o?a(a+1);t!(a+1)? (gt?u

O\
t7$ c?$
C?!O
tu$;olu

FIGURE 5. 544, a PCS for Hardy steps (X, n) H, (An,m).

As far as reliable steps are considered, Sg ) guarantees

(p, s()$,0"$,8) S1e1 (r,u, v, w) iff & € Lim,u = s(a,)$,v = 0"$, and w = $.
(45)
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If superseding is allowed, a run (pq, s(@)$,0"$,$) =y (7a,u,v,w) has the
form

(Pa> 5()$,0"8,8) = Co = (¢a, (a + 2)"d$z0,0"$, 20%)
i>w Ci = (qa, (a + 2)Ad$x1, 0”71$U1, Z1$)

Zw Cn = (qa, (a +2)"dS2n, Svp, 29)
S (ra, 208, 0.8,9)

where C; = (qq, (a + 2)"d$xz;, 0" *$v;, ;$) occurs when state g, is visited for
the ith time. Since the run is single-pass on ¢, we know that v; <x 0° for all
t=0,...,n. Since it is single-pass on o, we deduce that xo <x yq...Yat1,
then ;41 <y x;z; for all 4, and finally x], <x x,(a + 2)"d, with also zp <z
Ya(a +1). Finally, zi41 < z; since each subrun C; S Ci+1 is single-pass
on t.

All this yields ], <z s(\,) and v}, <4 0™. Hence Sy ) is safe and robust:

(p,5()$,07$,$) S (r,5(8),0"'8,$) if and only if & € Lim, s(8) <4 s(a)
and n/ < n, entailing H?(n') < H%(n).

There remains to consider Sd_)l\, the PCS component that implements
inverse Hardy steps for limits, see For given a < d, Sd_i ., assumes

that channel o contains s(A,) =Yg - - - Yat1[ya(a+1)]"(a + 2)"d, guesses the
position of the first y,(a+1) factor, and checks that it indeed occurs n times
if ¢ contains 0™. This check uses copies 21, 22, ... of y,(a + 1) temporarily
stored on t. Then SCZ}\ writes back s(A) = y4...Ya+12a"d on o, where
z(a + 1) = z,. The reader should be easily convinced that, as far as one
considers reliable steps, Sd_& guarantees

(p, 5()$,0"$,$) a1 (7, u, v, w) iff IN € Lim: a = A\y,u = 5(\)$,v = 0"$, and w = $.

(46)
o?!yd-'-yaHEC’d a+1! 6071 a+2 ~d$

Cf (gt’HS
t?2u(a+1)
o?(a+1);t!l(a+1 Cj.\ (go'ua a—|—1
t’?‘$c7‘0$
c?0
t?!u$,o?u%

FIGURE 6. S}, ,, a PCS for inverse Hardy steps (A, n)

07y, € Cq 5 tly,

iy (A, n).
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o!07d$ 0?07°d$
c!0"$ c?70"$
t!$ simulate t?$
(@ 51—() i (EO)— 57 —(@)
budget B
Qd,ni#“'ﬂ#ﬂ,B O7B’I£>#-~~I£>#a,n'

FIGURE 7. Schematics for |Theorem 5.8

When superseding is taken into account, a run from p to r in Sd_i has the

form (p, s(a)$,07$,$) Sy C1 Sy Oy Sy - C Sy (7, u,v,w) where, for
i=1,...,n, C; is the ith configuration that visits state ¢q,. Necessarily, C;
is some (gq,z;$2,0"*0%v;, 2;$). The first visit to ¢, has * <g ya...Ya+1,
21 <4 ya(a+1) and v; = ¢, the following ones ensure z; = z;xit1, zit1 <# %
and v;41 <y v;0. Concluding the run requires =, = (a 4+ 2)"d. Finally v <4
08, s(8) =yd-. - Yatri(a+1)z1...2n—1(a+2)"d and u <y yq...Yar120"d
for z(a+1) = 2z, <y zp—1 <g 20 <g 21 <z yala+1). Thus u = s(8)$
and v = 0™'$ imply s(3) <z s(\) for some \ with s()\,) <4 s(a), yielding
HP(n') < HMn) = H*(n) < H*(n).

5.4. Wrapping It Up. With the above weak Hardy computers, we have
the essential gadgets required for our reductions. The wrapping-up is exactly
as in [23 [39] (with a different encoding and a different machine model) and
will only be sketched.

Theorem 5.8 (Verifying PCSs is Hard). Reachability and Termination of
PCSs are Fg,-hard.

Proof. We exhibit a LOGSPACE reduction from the halting problem of a
Turing machine M working in F,, space to the Reachability problem in a
PCS. We assume wlog. M to start in a state pg with an empty tape and
to have a single halting state p that can only be reached after clearing the
tape.

Figure 7| depicts the PCS S we construct for the reduction. Let n & | M|

and d ¥ n+ 1. A run in S from the initial configuration to the final one

goes through three stages:

(1) The first stage robustly computes Fi,(|M|) = H(n) by first writing
5(2¢)$, i.e. 07d$, on o, 0"$ on c, and $ on t, then by using Sy to
perform forward Hardy steps; thus upon reaching state pg, o and t
contain $ and c encodes a budget B < F,(|M]).

(2) The central component simulates M over ¢ where the symbols 0
act as blanks—this is easily done by cycling through the channel
contents to simulate the moves of the head of M on its tape. Due to
superseding steps, the outcome upon reaching pj, is that c contains
B’ < B symbols 0.

(3) The last stage robustly computes (Fx,)~*(B’) by running S * to per-
form backward Hardy steps. This leads to o containing the encoding
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of some ordinal @ and c of some n’/, but we empty these channels
and check that o = Q4 and n’ = n before entering state gp,.

Because H%(n) > B > B’ > H*(n') = H%(n), all the inequalities are
actually equalities, and the simulation of M in stage [2| has necessarily em-
ployed reliable steps. Hence, M halts if and only if (g, €, ¢,¢€) is reachable
from (qo,¢e,e,¢e) in S.

The case of (non-) Termination is similar, but employs a time budget in a
separate channel in addition to the space budget, in order to make sure that
the simulation of M terminates in all cases, and leads to a state g that is
the only one from which an infinite run can start in S. U

6. ALTERNATIVE SEMANTICS

In this section we consider variant models for channel systems with pri-
orities or losses and compare them with our PLCS model. The aim is to
better understand the consequences, or lack thereof, of our choices.

We first consider strict-superseding systems, where messages may only
supersede messages of strictly lower priority, and overtaking systems, where
higher priority messages may move ahead of lower priority messages instead
of erasing them. For completeness, we also discuss systems based on priority
queues, where overtaking of lower priority messages is mandatory.

6.1. Strict-Superseding and Overtaking. In this section, we discuss two
alternative operational semantics for PCSs that may seem more natural than
our standard Sx.

Strict-Superseding Semantics: Here, a high-priority message may
only supersede messages having strictly lower priority. Formally,

we replace the internal-superseding relation C' i# C'" with a new
. . k
superseding relation, denoted C' #—>> C’, and based on

#k def
T—s Y < T=a1 A NY=0a1" " Qk—1 " Q1" ag N af < Q41 -
Equivalently, one replaces the rewrite rules from Eq. with {a a —
a’ O§a<a’§d}.
Overtaking semantics: Here, a high-priority message may move ahead
of a low-priority message but this does not erase the low-priority

message. Formally, we replace C ﬂ# C' with C ﬁot C’, based on

#k def

T oty < T=0A1 " QA1 QG NY=0a1" Q10 -0 N\ af < Q11 -
In rewriting terms, —; is defined by the rules {ad’ — a’a ‘ 0<a<
d <d}.

These two mechanisms drop fewer messages than our internal-superseding
semantics. They may however be inadequate in case of network congestion,
for instance they offer no solutions if all the messages in the congested buffers
have the same priority. In any case, we show below that verification is un-
decidable for these two variant semantics (one can simulate Turing-powerful
reliable channel systems with PCS under strict-superseding or overtaking
semantics), which explains our choice of internal-superseding semantics.
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S : S’

FIGURE 8. Simulating reliable channels (left) with “strict-
superseding” or “overtaking” PCSs (right).

Theorem 6.1. Reachability and Termination are undecidable for PCSs un-
der both the strict-superseding and overtaking semantics.

Proof. We reduce from the reachability problem for channel systems with
reliable channels which is known to be undecidable [I3]. A system S with
reliable channels uses a finite (un-prioritized) alphabet ¥ = {ag,...,ap—1}
and is equipped with m channels cy, ..., c;,. We simulate S with a PCS S’
with strict superseding semantics having the same m channels and using the
34 priority alphabet with d = p. We use d € ¥, as a separator, denoted $
for clarity, while the other priorities ¢ € {0,...,p — 1} represent the original
messages a;. A string w = a;, ---a;, € ¥* is encoded as w et 11$---1,8 €
¥%. The actual reduction is obtained by equipping S’ with transition rules
that simulate the rules of S as illustrated in In essence, where S
would write a;, S’ will write ¢ followed by $, i.e., a;, and S’ will read 7' - $
where S would read a; .

With the strict superseding policy, the only superseding that can occur
is to have $ erase a preceding i < $. This results in a channel containing
two or possibly more consecutive $ symbols, a pattern that will never van-
ish in this simulation and that eventually forbids reading on the involved
channel. In particular, any run of S’ that reaches a final configuration
Cend = (Gend, &, - - -, €) has not used any strict superseding and thus corre-
sponds to a run of the reliable channel system S. The same reduction works
for Termination.

With the overtaking semantics, only $ can overtake “original” messages
of S in w. However, such an overtake results in having two consecutive $
symbols on the channel, a pattern that can never disappear. Behind the $$
block, two lower messages 0 < 4, j < d may occur consecutively and be open
to overtaking but this will not derail the simulation since S’ cannot read
beyond $$. O

6.2. Channels as Priority Queues. For the sake of completeness, let us
mention channel systems where channels behave as priority queues. Here,
reading from a channel will always read a message having highest priority
among the contents of the channel. This can be seen as an extreme version
of the overtaking semantics, where overtaking is mandatory. Such a model
is not relevant for our purposes since it is not meant to handle congested
communication links: instead, it uses priorities as a way of choosing in which
order messages should be processed.

Let us mention that finite-state communicating systems with priority
queues can easily simulate Minsky machines using a queue for each counter
and two priorities: high-priority messages encode the counter value in unary,
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while a low-priority message can only be read in case of a zero-valued
counter. They are hence Turing-powerful.

The most relevant case however is that of a single communication bus
where many processes can read and write. Because only one queue is
available—and still assuming a singleton alphabet for message contents—
it is easy to see that priority queues systems are equivalent to Minsky
counter machines restricted to nested zero-tests. Recall that for a ma-
chine with m counters cq,...,c,,, nested zero-tests are tests of the form
“lc1 =0ANca=0A---Ac; =0)7, i.e., one can only test the ith counter
for emptiness when already the previous counters are empty. While Min-
sky counter machines with arbitrary zero-tests are Turing-powerful, they
are equivalent to Petri nets when zero-tests are forbidden. Minsky machines
with nested zero-tests are an intermediary model for which reachability is
known to be decidable, see [34] and [9, Chapter 5].

7. HIGHER-ORDER L0SSY CHANNEL SYSTEMS

In this section, we introduce higher-order lossy channel systems, aka
HOLCSs, a family of models that extend lossy channel systems. While a
higher-order pushdown automaton has a stack of stacks of ... of stacks [5],
a HOLCS has lossy channels inside lossy channels inside ... inside lossy
channels. (In this setting, the “dynamic” lossy channel systems from [4]
are a special case of 2LCSs, or second-order LCSs.) HOLCSs are well-

structured, see hence enjoy the usual decidability results from
well-structured systems theory.

Our main result is that PCSs can simulate HOLCSs, see On
the one hand, this underlines the expressive power and naturalness of PCSs,
in particular since the reductions we provide are quite straight-forward. On
the other hand, we immediately obtain undecidability results: problems like
boundedness or repeated control-state reachability are already undecidable
for LCSs, i.e. first-order LCSs (see [28] [40]).

7.1. Syntax. Formally, and given k € N, a kth-order LCS S = (k,%,Ch, Q, A)

has first-order, second-order, ..., up to kth-order, channels. We assume for
simplicity that S has, for all n = 1,..., k, the same number m of nth-order
channels, denoted ¢y, 1,. .., Cpm. Standardly, S uses a finite (un-prioritized)

alphabet ¥ = {ay,...,a,}. Write £*! for the set of finite sequences of mes-
sages (usually written just X*), and Y*(+1) for the set of finite sequences
of elements from X*"*. We further order each *(™ 1) with <«(n+1), i€, the
sequence extension of (X*", <., ), equating (X*0, <,0) with (X, =). Precisely,
given two sequences z = 1 ...27 and y = y1 ... ym in 2D we let

def . . .
1T Si(nt1) Yoo Ym & T <y <dg <o <dipg <mx Zap Yir A AT <in Yiy

Using Higman’s Lemma and induction over n, one sees that (X*7, <,,) is a
well-quasi-order for any n.

At any given time, the contents of a nth-order channel is a sequence w €
¥*", so that a configuration of S has the form C' = (¢, Z1,1,. .., Z1,ms -, Tl - - - s Thym)
with ¢ a control state and z,; € ¥*" forall 1 <n < kand 1 <i <m.
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Cp: az ay az ay as ay

C2: (araz) 'y (a3)(amar) () <2y (a3)(amrar)()(azar) 1o ()(arar)

c3: [(as) (arar) 0] [0] [0] [0]

FiGURE 9. Reading, writing, and losing in HOLCSs.

These configurations are ordered by

def .
(qa L1219 ka‘,m) <ho (q,a Y11, .- 7yk‘,m) <:e> q= q/ A vna 11 Tng <in Yn,i -
This ordering of configurations is a wqo since, foreachn = 1,... k, (X*", <,,)

1S.

7.2. Semantics. A HOLCS S as above has a reliable transition C % '
for C = (¢,...,%ipn...) and C" = (¢,.. ., Yin,...) if & = (¢, 0p,¢) is a
rule moving control from ¢ to ¢’ and if the channel contents are modified
according to the operation carried by J, as we now define. There are four
cases:
op = cyila: for some a € ¥ and 1 <7 < m: then y;; = z1; - @ while
Yjn = Tjn When n > 1 or j # 4, i.e., one writes a message to a
1st-order channel as in standard channel systems;
op = cy,37a: then one reads a message from a lst-order channel, i.e.,
x1; = a - y1; while the other channels are untouched;
0p = Cpt1,ilcy,j: for some 1 < n < k: then one appends a copy of
the whole contents of ¢, ; (a nth-order channel) to cj41;, where it
becomes the last element of the higher-order sequence. Formally,
Yn+1,i = Tn+1,i - Tn,j and the other channels are untouched;
0p = ¢y ;7Cpny1,5: then one moves the first element of the higher-order
sequence currently in c,41; to ¢, ; where it becomes the whole con-
tents (the previous contents is erased). Formally, if v € ¥*" is the
first element of x,41;, then y,; = u, ¥ - Yny1; = Tny1,j, and the
other channels are untouched.
In addition, all steps C' — C’ for C" <y, C, called losing steps, are allowed.
This states that at any time the system may lose individual messages, se-
quences of messages, sequences of sequences of ... of messages, anywhere
inside the channels.
illustrates the behavior of higher-order channels under reads,
writes and losses (control states omitted).

Theorem 7.1. HOLCSs equipped with <p, are well-structured.
Proof. The ordering C' <o C” entails ¢/ = C' (via losing steps). O

7.3. Simulation by PCSs. Let us consider a kth order LCS S with ¥ =
{a1,...,ap} and k-m channels. We assume that m = 1 in order to simplify
our constructions and proofs but they extend directly to the more expressive
cases where m > 1.

We simulate S with a d-PCS S having k channels and d f p+k—1. In Xy,
the lower priorities 0, ...,p— 1 will be denoted aq, ..., a, since they directly
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Cr: ag ay ay C1: $1a39%1 a181 a4 81

S: : S:

ci!a; c1!a; c1!$
c1?a; c1?7$1 c1?a;

FIGURE 10. Simulation of HOLCS S with PCS S: first-order
rules.

encode the messages from 3, while the higher priorities p,...,p+ k —1 will
be denoted $1,...,$, since they are used as separators.

7.3.1. Encoding Configurations. A configuration C' = (¢, x1,...,xx) of S is
encoded as C % (¢, |x1]1,- .., |*k]k), where, for n =1,...,k, ||, denotes
the nth-level encoding of a nth-level sequence z = ujus - - - uy € X*"*. Encod-
ings are defined with

def
lai @iy -+ - ai, |1 = $104, 810,81 - - a;, 91 ,

lurusg - - ug |t & $nt1lut]nSni1luzlnSny1 - [ue]nSnt1 -
Note that |[e], = $, and differs from ¢ € ¥). For n = 1,... k, we let

E, ¥ {|lz]n | * € £*"} denote the set of all n-level encodings. These are

regular languages that are captured by the following regular expressions:
E ¥ ((ar 4 +ap)-$1)", Eps1 = $pp1 - (En - $ns1)"

With this encoding, (3*", <,,) and (E,, <4) are isomorphic:

Lemma 7.2. For any x,y € ¥*", v <., y if, and only if, |x]n <4 |Y|n.

Proof Idea. By induction on n. For the “<” direction it is easier to rely on
priority embedding, i.e., prove that |x]|, T, |y], implies ¢ <., y and apply
Lemma 3.3l a

7.3.2. Encoding First-Order Rules. We may now complete the definition of S
by describing its rules, with the goal of simulating the operational semantics
of S while working on C and on encodings of sequences from some 3*". This
is easy for 1st-order rules that operate on cq only: where S writes a; S writes

a; - $1. Where it reads aj, S reads $; - a;. This is illustrated in [Figure 10

Cn+l!cn
AR

7.3.3. Encoding Higher-Order Rules. Higher-order rules of the form ¢
g2 are simulated in S as we illustrate in case d3 of Here S uses a

. cn?uscnluscnyilu
loop, abbreviated as x """ x, to append a copy of c,,’s contents

to cpp1. This uses a high-priority $,,.1 to mark the end of c,’s contents
and ensure that all of it has been read (and written back). Note that the
loop checks that v is in E,, i.e., is a well-formed encoding, which is done by
following a DFA for E,,. When the transfer is completed, a $,,11 must be
appended to ¢y to ensure consistency.
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Cn: U1 U2 U3 Cn : I_vl U2 U3Jn
Cnt1: w1 wa Cnt1t Snp1 [wiln St [woln Snp1
S: : S : :
cnrilen S _ cn?8npa Cnt1 ! $ni1
O3: Q1 %
cp,tue k, ;

culu; Cn+1 'y

5 @ cn?Cpt1 @ ~ S!S cn”$n+1 O
4 ‘—’ 3 U
Cn+1?$n+1

cnt1lu € By cplu

FIGURE 11. Simulation of HOLCS S with PCS S: higher-
order rules.

7cn .
Simulating rules of the form g3 ety q4 follows the same logic (see

Figure 11): S reads the first n-level encoding in cn41, checking that is
is well-formed (with “u € E,”) and writes it to c,. Simultaneously, the
previous contents of ¢, is emptied by writing a $,,11 and reading it.

7.3.4. Correctness. The correctness of this simulation is captured by the
next two propositions.

Proposition 7.3. If S has a run C = C', then S has a run C = O,

Proof Idea. On the one hand, S has been designed so that its behavior with-
out any superseding directly mimics on encodings the effect of the reliable
steps C' — C’. Then lossy steps in S are simulated by superseding since,

thanks to C =10 C' entails C >4 C'. O

There is an exact reciprocal to [Proposition 7.3¢

Proposition 7.4. If§ has a run C = C' then S has a run C = C'.

The correctness proof is harder in this direction since the steps of S
are finer-grained than the steps of S. Note that a configuration D =
(¢, wi,...,wg) of S is not necessarily the encoding C' of a configuration
of S: if ¢ is not an original state of S (i.e., is one of the unnamed states
depicted on the right-hand side of [Figure 10| or [Figure 11)) then D is not a
C. Furthermore, if ¢ is an original state, it is possible that some w, does
not belong to E,.

With these difficulties in mind, we say that D € Confs is safe if every
wy, ends with a §, (and contains no $,, for n’ > n), and that D is a stable
configuration if ¢ is an original state. We rely on the write-superseding
semantics (see for a better control on the form of the runs. We say
that a write-superseding run Dy — D1 —w -+ —w D, in S is a macro-
step if Dy and D, are the only stable configurations it visits (in essence, a
macro-step just follows the rules introduced in S to simulate a single rule of
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S using write-superseding semantics). We are now ready for the following
lemmata.

Lemma 7.5. Let D 55, D' be any macro-step in S. If D is safe then D' is
safe too.

Proof. Since the last message in a channel cannot be superseded, a c,, whose
contents is safe remains safe if one does not read its final $,,, or one appends

some safe contents. We now consider all four cases for the macro-step D i>w
D'
la; cq!
d1: using rules of the form ¢ Miﬁ g2, it writes a safe a; - $1 in ¢

(and does not read from the other channels).

? .
d9: reading with some g3 ”ﬁfﬂ qa, the read $; cannot be the final

one in cj.

len .
d3: using a macro-step that simulates ¢; ntlon q2, the last write to ¢,

is a safe u € E,, and the last write to c,11 is $,41.

. . Cn?cn+1 .
d4: using a macro-step that simulates g3 ——— ¢4, the last write to
cp is a safe u € E,, which is also the last read from c,1, implying
that the final $,,; in c,4+1 cannot have been read. O

Lemma 7.6. If D is safe and D i>W Cis a write-superseding macro-step
in S, then there is a C € Confg such that D >4 C and C K¢ in S,

Proof. Write D = (q,w1,...,wg) and ' = (¢',v1,...,v;). For each n =
1,...,k, we know that w, is some w]$, (since D is safe) and that v, is

some |y |n. We now consider four cases for the macro-step D i>w C:

d1: it uses some ¢ = ¢, crlagery g2 = ¢’. From the definition of —,
(see we deduce that v; = x-$; where z is a prefix of w/-$1-a;
while w,, = vy, for n > 1. Since vy € Ey, either v1 = w; - a; - $; and
we take C = D, or v; is a safe prefix of wi, in which case we take
C= (Q7y17"'7yn)'

092 it uses some g = g3 ﬂﬁ qs = ¢ with no writing. The write-
superseding semantics entails wy = $; - a; - v1. Here w1 = [a; - y1]1
and we take C' = D.

03: the macro-step writes a $,,11 to ¢, and reads it back, so that u = w,,
and we deduce that w,, € FE, and is some |z],. Furthermore v, is
u perhaps after some superseding and one obtains = >, ¥, from
U 24 Up.

On ¢, 4+1 the macro-step writes u-$,+1 and we reason as in case d;:
if write-superseding erases the $,11 that closes w, 11 then v, <y

wp+1 and we may take C' = (q,...,Yn—1, T, Ynt1,--.), Otherwise
Unt1 = Wptt - |2 |nSn1 with |2'], <x u, we know that wy1; is
some |Zp4+1]nt+1 and we may take C' = (q,...,Yn—1,T, Tnt1,--.).

04: On ¢, 41 the macro-step just reads $,11 - u, where u € E,, is some
| |n. Necessarily wy, is |Z - Ynt1]nt+1. On cy,, one writes $,41 - u
and reads $,,11. Necessarily v, <4 u, hence y, <n, ». Taking
C = (QP"aynflas)x'yn+17yn+27"') works. g
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We can now conclude our correctness proof.

Proof of |Proposition 7.4 Assume C 5 C'. We first apply and

deduce the existence of a write-superseding run Dy —>W C’ for some DO <y

C. Let us single out the stable conﬁguratlons along this run and write it

under the form Dy —>W D; —>W - Dyp_q —>W D, = C” i.e., as a sequence of
T macro-steps. . .
We now reason by induction on r. If r = 0, then Dy = C" and C >4 (',

implying C =, C’ by |L so that S has C i> C' via lossy steps.

If r > 0, we first observe that Dy is safe (smce C is) hence Dy, ..., D,

too by M Using L M on D,_3 —>W c implies that there is

some C” € Confs with D,_q 1 2y C” and C" %5 C’. On the other hand, the

run C = Dy —>W D,y 5 C"” can be transformed into r — 1 macro-steps.
We can thus apply the ind. hyp. and deduce that C = C” in S, O

We may now state formally the main theorem of this section.

Theorem 7.7. There is a logspace reduction that transforms reachability
problems on kth-order HOLCSs to reachability problems on PCSs of level
d=k+1.

Proof Sketch. The above ideas use p+k priority levels. One can tighten these
simulations to use fewer priorities and complete the proof of by
encoding the messages ao, . ..,a,—1 as fized length binary strings over {0,1}
followed by a $; separator. Then the prioritized alphabet {0,1,$1,...,$;}
with k + 2 priority levels suffices.

In particular {0,1,$} is enough for LCSs. In the case of weak LCSs
where the set of messages is linearly ordered (say ap < a1 < -+ < ap—1)
and where, in addition to message losses, any message can be replaced by a
lower message inside the channels, we can further tighten this to {0, $} with
a unary encoding of message a; as 0°$. U

Remark 7.8. The simulation of HOLCSs by PCSs is quite straightforward.
We believe that a reduction from PCS reachability to HOLCS reachability
must exist (on complexity-theoretical grounds) but we do not have at the
moment any suggestion for a simple encoding of PCSs in HOLCSs. U

8. APPLICATIONS OF THE PRIORITY EMBEDDING TO TREES

In this section we show how tree orderings can be reflected into sequences
over a priority alphabet. This illustrates the “power” of priority embeddings,
and yields a proof that strong tree embeddings form a wqo as a byproduct.
The consequence will be that PCSs can perform operations on encodings
of trees in a robust way, i.e., such that superseding steps respect the tree
ordering. This was already the key insight

e in when we encoded ordinals, seen as terms, into sequences
over ¥, and

e in when we encoded nested sequences over ¥X™*, which can
be seen as terms of bounded depth, also into sequences over ¥.

We generalize these ideas here, and allow in particular for labeled trees.
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8.1. Reflecting Bounded Depth Trees. One can provide a formal mean-
ing to the notion of a wqo (B, <p) being more powerful than another one
(A, <4) through order reflections: by if B reflects A, (A4,<4) is
a qo, and (B, <p) is a wqo, then (A, <4) is necessarily a wqo. Our goal is
to show that (Xqr, Cp 1) reflects trees of depth at most d + 1 endowed with
the strong tree-embedding relation.

Given an alphabet I"; we note T'(T") for the set of finite, ordered, unranked
labeled trees (aka variadic terms) over I'. Let d be a depth in N. We work
here with the set T;(T") of trees of depth at most d over I'. Formally, T4(T') is

defined by induction over d by Ty(T") 40, and for d > 0, Ty(T) is the smallest
set containing Ty;_1(I") and such that, if ¢1,...,t, are trees in T;_1(I") and f
is in T', then the tree f(¢1---t,) obtained by adding an f-labeled root over
them is in 74(I'). When n = 0 we write “f” rather than f().
presents two labeled trees of depth 3.

ty: r to:
/\
19
a b

FIGURE 12. Two trees in T5({a,b, f,g,7}).

It will be convenient in the following to use the extension operation “@”
on trees, which is defined for n > 0 by
def

f(tl"'tn)@t:f(tl"'tnt); (47)
in particular, f @t = f(¢). For instance, ¢; in|Figure 12| can be decomposed
asrQ(fQa)@(gQb).

In case of a singleton I', we denote by “e” its only element and write Ty
for Ty({e}). For instance, 77 = {e} contains a single tree.

8.1.1. Strong Tree Embeddings. Assume that (I', <r) is a wqo, and that we
have already defined a well-quasi-ordering Cp on trees of maximal depth
d—note that as a base case, since Tp(I") is empty, it is vacuously well-quasi-

ordered by the empty relation. We can lift it into a wqo (Ty41(T'),Cr) on

trees of maximal depth d + 1 by f(t1---t,) Cp f/(t)---t],) & f<p f and

t1-- ty Copy ) -+ 1), i.e., by considering a product between (I', <r) and the
sequence embedding ordering on tree sequences (T4(I')*, Cr.): by Dickson’s
Lemma and Higman’s Lemma, this defines a wqo on trees for every finite d,
which we call the strong tree embedding. Put differently ¢t Cp ' if ¢ it can be
obtained from ¢’ by deleting whole subtrees or by decrementing node labels.

Strong tree embeddings refine the homeomorphic tree embeddings used in
Kruskal’s Tree Theorem; in general they do not give rise to a wqo, but in
the case of bounded depth trees they do. The two trees in are not
related by any homeomorphic tree embedding, and thus neither by strong
tree embedding.

Observe that Cr is a precongruence for @Q:

ty Cr t) and to Cp t), imply t; Qty Cp t) Q 1}, (48)
tCrt@t . (49)
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8.1.2. Encoding Trees as Strings. 1t is easy to encode trees into finite se-
quences. For instance, drawing inspiration from the ordinal encodings em-
ployed in one might be tempted to encode the two trees in

fure 12 by

s2(t1) = (0,a)(1, £)(0,0)(1, 9)(2,7) (50)
52(t2) = (07 a)(l,g)(2,7’) (51)

as the result of an inductive encoding sq(w(t; - - - t,,)) def Sa—1(t1) -+ Sq—1(tn)-

(d,w). Observe however that we wish our encoding to be an order reflection
(cf. , which is not the case with s;: we see that so(t2) Tpr
sa(t1), although to Z7 t1. Over a singleton alphabet however, sy is an order
reflection from Ty to X7.

Here we present a more redundant encoding, apt to handle arbitrary al-
phabets. We encode trees of bounded depth using the mapping [.]4: Tyy+1 (') —
Yy defined by induction on d by

det ) (d,w) ifn=0,
[ty ta)la = {(md_l (dyw) -+ [tp]ar - (d,w)  otherwise. (52)
For instance, if we fix d = 2, the trees in [Figure 12| are encoded as
[t1]2 = (0,a)(1, f)(2,r)(0,b)(1,9)(2,7) , (53)
[t2]2 = (0,a)(1,9)(2,7) . (54)

This satisfies [ta]o Epr [t1]2 as desired.

8.1.3. Proper Words. Not every string in X7 is the encoding of a tree
according to [.|4: for 0 < a < d, we let

Par®0, Pr¥ U (Pa—1r - {(a,w)})" - (Pacrr U {e}) - {(a,w)}
wel’

(55)
be the set of proper encodings of height a. Then P 2ot Ug<g Par is the
set of proper words in EZ,F' A proper word z belongs to a unique P,
with a = h(x), where h(z) is the height of z, and has then a canonical
factorization of the form = = z1(a,w) - -y (a, w) with every x; in P,_1
and w in T'.

Given a depth d, we see that [.]4 is a bijection between T, 1(I") and Py,
with inverse 7: Py — Ty41(I')* defined using canonical decompositions by

(@ = 21 (h(z),0) - 2 (@), 0) E w(r(z1) - 7(@m)) (56)
=wQ7(r) Q- - Q7(2),) - (57)

Proposition 8.1. The map [.|4 is an order reflection from (T;_H, Cry) to
(X% Cp)-

Proof. Let x and 2’ be two proper words in P;p with z Cp, 1 2’; we show by
induction on x that 7(x) Cp 7(2’). We consider the canonical factorizations
z = z1(d, ) Tp(d, ) and 2" = 2 (d,w’) - - 27,(d, w') for m,n > 0, zj, 2}
in Py p for all j, and w,w" in T
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By definition of the generalized priority embedding, the m pairs (d,w)
occurring in z must be mapped to some pairs (d,w’) occurring in =’ with
w <p w'. Hence there exist 1 < i1,...,4%, < n such that z; C,r x;J
Therefore,

T(z)=wQr(x1) Q- Q7(x),) by
Crw Qr(z1)@Q---Q7(x,) by since w <r w'’
Crw @Qr(z),)@---Q7(a; ) by and ind. hyp. on z; Cpr 2},
Crw @r(z))@---Qr(z]) Dby
= 7(a) by :
U

Note that [Proposition 8.1| provides an alternative proof of the fact that
(Ty(I"),Cr) is a wqo, thanks to [Theorem 3.6| and [Fact 3.5

8.2. Relationship to Tree Minors. As a further application of the pri-
ority embedding, we demonstrate that we also subsume another wqo on
trees, the tree minor ordering, by using the techniques of Gupta [22] to en-
code trees into generalized prioritized alphabets. The tree minor ordering is
coarser than the homeomorphic embedding, but the upside is that trees of
unbounded depth can be encoded into strings.

The trees considered in [22] are unlabeled finite rooted trees with an
ordering on the children of every internal vertex, called planar planted trees
therein, i.e. trees from T &' T({e}). illustrates two such trees.
The ordering on the children in particular implies that, for instance, the
tree o(e(e), ®) is not equivalent to the tree o(e, o(e)). Gupta gives in [22]
a constructive proof that planar planted trees are well-quasi-ordered under
minors. Recall that t; is a minor of to if {1 can be obtained from ty by
a series of edge contractions, e.g. in the left tree is a minor of
the right one. Note that, however, the two trees are incomparable for the
previously considered homeomorphic embeddings.

FIGURE 13. Two trees in T5.

Gupta provides in [22] an effective linearization lin: T — (J > X7  which
associates with every tree t a word lin(t) over the generalized prioritized
alphabet ¥4 r, where d is dubbed the width of t—which is at most its number
of vertices—and (I',=) is a finite alphabet with I' = {0,1,2,3}. Gupta
continues by defining a so-called immersion ordering Ty on ¥ for any
fixed d € N as follows: given = (a1, w1)(az, w2)--- (ar, wi) € X} and
y € Xy, x Oy ify can be factored as y = yoy1 - - - yryk41 such that

Yi € (Bar \ Xa—a;—1,0)" - (@i, w;) - (Bgr \ Xg—g;—1,0)" 1 <i < k.
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The crucial relationship between trees in T', lin and C; is established in [22]
Theorem 4.1]: given planar planted trees ¢1,to € T, whenever lin(t;) C;
lin(t2) then ¢; is a minor of to. By showing that C; is a well-quasi-ordering,
Gupta concludes that planar planted trees are well-quasi-ordered under mi-
nors.

The immersion ordering C; is closely related to our generalized priority
ordering. In fact, it is easily seen that C 1 can be viewed as a sub-structure
of C;. Define an automorphism x : Xgr — Y41 as

k(a,w) & (d—a,w)
which canonically extends to words over X% .. Now x C,r y in particular
implies x(x) C; k(y). Thus, our [Theorem 3.6|yields as a corollary another
proof that the immersion ordering C; is a wqo.

Corollary 8.2. The immersion ordering T is a well-quasi-ordering.

8.3. Further Applications. As stated in the introduction to this section,
our main interest in strong tree embeddings is in connection with structural
orderings of ordinals; see[Section 5| Bounded depth trees are also used in the
verification of infinite-state systems as a means to obtain decidability results,
in particular for tree pattern rewriting systems [2I] in XML processing,
and, using elimination trees [31], for bounded-depth graphs used e.g. in the
verification of ad-hoc networks [18], the m-calculus [29], and programs [6].
These applications consider labeled trees, which motivate the generalized
priority alphabets and embedding defined in

The exact complexity of verification problems in the aforementioned mod-
els is currently unknown [211 [I8, 29, [6]. Our encoding suggests they might
be F,,-complete. We hope to see PCS Reachability employed as a “master”
problem for F. , like LCS Reachability for F «, which is used in reduc-
tions instead of more difficult proofs based on Turing machines and Hardy
computations.

9. CONCLUDING REMARKS

We introduced Priority Channel Systems, a natural model for protocols
and programs with differentiated, prioritized asynchronous communications,
and showed how they give rise to well-structured systems with decidable
model-checking problems.

We showed that Reachability and Termination for PCSs are F, -complete,
and we expect our techniques to be transferable to other models, e.g. models
based on wqos on bounded-depth trees or graphs, whose complexity has not
been analyzed [21], 18, 29, [6]. This is part of our current research agenda on
complexity for well-structured systems [37].

In spite of their enormous worst-case complexity, we expect PCSs to be
amenable to regular model checking techniques a la [I}, [§]. This requires in-
vestigating the algorithmics of upward- and downward-closed sets of configu-
rations wrt. the priority ordering. These sets, which are always regular, seem
promising since T, shares some good properties with the better-known sub-
word ordering, e.g. the upward- or downward-closure of a sequence x € X7
can be represented by a deterministic finite automaton with |z| states.
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