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Une introduction a I’architecture des ordinateu

Béatrice Bérard, Jean Goubault-Larrecq
' LSV/UMR 8643, CNRS, ENS Cachan & INRIA Futurs projet SECSI
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61 avenue du président-Wilson, F-94235 Cachan Cedex B
i[ goubault@lsv.ens—-cachan.fr
Phone: +33-1 47407568 Fax: +33-1474075 21 -

October 6, 2005

Ce document est la retranscription de notes de cours par Béatrice Bérard sur I'architecture des
ordinateurs, datant de 1993. Ces notes s inspiraient du livre d’A. Tannenbaum, “architecture des
micro-ordinateurs”. Ce cours présente les choses de fagon suffisamment simple pour qu’on puisse
se faire une idée raisonnablement claire de la fagcon dont fonctionnent les ordinateurs, depuis les
circuits électroniques jusqu’a la micro-programmation.

Les processeurs aujourd’hui sont infiniment plus compliqués, les mémoires vives ne fonction-
| nent plus a base de flip-flops, soyez prévenus. Mais ceci reste une excellente introduction. Je
: mettrai quelques commentaires en notes en bas de page au sujet de certains points que je souhaute
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Homology, Homotopy, and Applica**~~<

On the geometry of intuitionistic S4 proofs

Jean Goubault-Larrecq and Eric Goubault

Source: Homology Homotopy Appl. Volume 5, Number 2 (2003), 137-209.

Abstract

The Curry-Howard correspondence between formulas and types, proofs and
programs, proof simplification and program execution, also holds for

intuitionistic modal logic S4. It turns out that the S4 modalities translate as
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At age 20 (at X), I was

undecided:

mathematics,physics,
I computer science’

| Minus: every computer
scientist (or geek) I knew was
more or less nuts

Plus: anyway, I was spending
100% of my leisure time
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At age 46, one might say I

am still undecided
(although I have given up on physics)

I still am sort of a geek
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0 bei.c {x] clause.ml ]
— 'ﬂfuse).

some are automata clauses.

PSSP P psenv is a pathset environment that constrains variables.

mlx fixbool.mlx [

S IR T A resolve _P_f (c as CL Ch, {q} U ql, al, BS)) =
X gclause.mlx mo (if q inset !qq

B then let val conc = CL (h, ql, al, Bs)
clauses.mla plau in

p_q_resolve (conc, ¢, q);
wait_insert conc;

say_rem_subsumed_premise ():
se.ml 89% (4212,78) (HimML)

lause.ml { (x] bei.c (

. =progress -all

_ AS_STDARG
S PUBLIC ExprPtr bcEval@(IN CONST bytelodeChunk *bc,
IN CONST ExprPtr env, ...)
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bsumed clauses [backward): 9233 (of which 5176 automata clauses)
d>zen clauses: 1459943, awaken: 17273.
tersection predicates: 0.
lly defined predicate symbols: 510
Backward subsumed clauses because of fully defined symbols: 0
subsumed parent clauses because of fully defined symbols: 3535
breviations: 178
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aned clauses: 0
tomata clauses: 81962
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At age 46, one might say I
am still undecided

(although I have given up on physics)

= I still am sort of a geek

modules

gdb~-id8b-apple~-d

85x39

Save  Print Uado Redo Cut Copy

https://orchids.dnsallas.net,

ple Yahoo! CGCoogle Maps

el s

.

the Orchids Wiki

eal-time event analysis a

| of this research project
alyzing and correlating
t model-checking of a te
tion, temporal queries,

, analyzer protection and

ation -- What is Orchids ?
bs -- What Orchids can do,
i Who contributed to this

-=- Show how Orchids w:ﬁ

User manual -- Introdu

ad -- Downloadlng Orchids’

Ui--~ mod_bsm.c

mod_bsm.c (] lang.h | O

attr[i] = new_ovm_int();
INTCattr[i]) = tok.tt.argb4.val; /* this is 64 bif
/* hopefully this will hold in a long (=ovm_int_t]
the argument is that &4 bit values only occur
64-bit machines onyway (this is not quite righ
since in particular an Orchids on a 32-bit mac
might monitor events from a 64-bit

e 4

/7 1I'm not recording the tok.tt.argb4.text field,
// which is merely the name of the formal paramet(
// to the syscall

orchids_

machine).

}
break;
case AUT_TRAILER:
buf = bufend; /* will force outer 'do' loop to exit *J
break;
/.
* And now for some other tok.ids thet I've not experj
./
case AUT_OTHER_FILE: /* = case AUT_OTHER_FILE3Z: */
case AUT_OTHER_FILEG4: // dealt with here as well, but §
// this should really parse some (inexistent) au_'11e4
attr[F_BSM_FILE_TIME] =~ ovm_timeval_new();
{
struct timeval *tv = &TMVM(O!U‘[F-SSM.FILE-YIME]1
tv->tv_sec = tok.tt.file.s;
tv->tv_usec = tok.tt.file.ms*1000;
// file only provides milliseconds, but tv requires

58% (264,46) SVN-409 (C/I Abbrev)
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(although I have given up on physics)

< | still am sort of a geek

< 'm a computer scientist
working 1n security

! : > : ’ 2
i3 (here, intrusion detection—related to previous code snippet)
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1 Introduction

‘__

Jean Goubault-Larrecq® and Julien Olivain’-? i

LSV, 61 avenue du président Wilson, F-94235 Cachan Cedex
{olivain,goubault}élsv.ens-cachan. fr

1919 Lionel-Bertrand boulevard, Boisbriand, Québec, Canada, J7TH INS

Abstract. ORCHIDS is an intrusion detection tool based on techniques for fast, i
on-line model-checking. ORCHIDS detects complex, correlated strands of events
with very low overhead in practice, although its detection algorithm has worst-
case exponential time complexity.

The purpose of this paper is twofold. First, we explain the salient features of the
basic model-checking algorithm in an intuitive way, as a form of dynamically-
spawned monitors. One distinctive feature of the ORCHIDS algorithm is that fresh
monitors need to be spawned at a possiblv alarmine rate

The second goal of this paper is :
ity of the procedure, using abstre &
monitors. This includes monitor ¢
monitors that are subsumed by
the so-called shortest run criteria
CHIDS algorithm maintains its n
tion operation is effected with ng
annoying bug in its core algorith

It is a liew commun that the secunit
more challenged by new threats. Vin &
£ to infect computers since the early 19

A Smell of ORCHIDS

! LSV, ENS Cachan, CNRS, INRIA

* Above Security, Suite 203

julien.olivainfabovesecurity.com
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[Finite models for formal security proofs

? < At age 4‘6, o11c mlght Say I Jean Goubault-Larrecq *

é 4 V. ENS Cachan, CNRS, INRIA, Cachan, France
| am still undecided " | ,
First-order logic models of security for cryptographic protocols, based on variants of the Dolev-Yao

(although I have given up on physics) 1, are now well-established tools, Given that we have checked a given security protocol = using
given first-order prover, how hard is it to extract a formally checkable proof of it, as required in, e.g.,

mon criteria &t the highest evaluation level (EALT)? We demonstrate that this is surprisingly hard in

general case: the problem is non-recursive. Nonetheless, we show that we can instead extract finite

Is M from a set S of clauses representing =, automatically, and give two ways of doing so. We

n define a model-checker testing M = S, and show how we can instrument it to output a formally

< I Stlll alr S()I‘t Of a ge ek kable proof, ¢.g., in Cog. Experience on a number of protocols shows that this is practical, and

even complex (secure) protocols modulo equational theories have small finite models, making our

[ ]
deduCtlon sults [37,49), practical decision procedures [6,65,84), extension to security prop- 1
ies other than secrecy and authentication (e.g., [20]), to protocols requiring equa- ]
4 ional theories, to soundness with respect to computational models (e.g., [56] for the :
ilatter two points), in particular.
f We consider yet another angle: ucing formally checkable proofs of securit

suitable.
ywords: Dolev-Yao model, formal security proof, finite model, tree automaton, 7{,, inductionless

: induction

< I’m a computer scientist '
| working in security
E 1. Introduction |
11 ” i
. i uSlng a’utomate d So far, automated verification of cryptographic protocols in models in the style of ,
i3 Polev and Yao [36] has been considered under a variety of angles: (un)decidability i

Hf 16
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< At age 46, one might say | J

am still undecided

(although I have given up on physics)

< | stll am sort of a ge

working 1n gecurity
using automated
deduction

[Finite models for formal security proofs

Goubault-Larrecq *
V., ENS Cachan, CNRS, INR achan, France

Is of security for cryptographic protocols, based on variants of the Dolev-Yao
-established tools, Given that we have checked a given security protocol = using
prover, how hard is it 1o extract a formally checkable proof of it, as required in, e.g.,
teria #t the highest evaluation level (EAL7)? We demonstrate that this is surprisingly hard in
case: the problem is non-recursive. Nonetheless, we show that we can instead extract finite
Is M from a set S of clauses representing =, automatically, and give two ways of doing so. We
n define a model-checker testing M = S, and show how we can instrument it to output a formally
kable proof, ¢.g., in Cog. Experience on a number of protocols shows that this is practical, and
even complex (secure) protocols modulo equational theories have small finite models, making our
suitable.
ywords: Dolev-Yao model, formal security proof, finite model, tree automaton, 7;, inductionless
induction

1. Introduction

So far, automated verification of cryptographic protocols in models in the style of

Polev and Yao [36] has been considered under a variety of angles: (un)decidability
sults [37,49], practical decision procedures [6,65,84], extension to security prop- 1
ies other than secrecy and authentication (e.g., [20]), to protocols requiring equa- ]

ional theories, to soundness with respect to computational models (e.g., [56] for the

ilatter two points), in particular.

f We consider yet another angle:

ucing formally checkable proofs of securit
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