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No

Outsourcing Computation

3

Cures 
Cancer?

while (true)

echo No

Cures 
Cancer?

No

• Verifiable results:
– Encourage cloud adoption

– Command a premium

– Help shed liability

Non-Malicious Providers



Key Constraint 
Alice’s efforts must be
less than computing F

[GGP – CRYPTO 2010] 

GenKeys(F) EKF ,VKF

F(x)
Prove(EKF, x, y) 

y
y=F(x)

Verify(VKF, x, y, y=F(x)) {Yes, No}

Verifiable 
Computation
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Publicly
Verifiable

Signature of
Computation
[PRV – TCC 2011]

==

WORKER

VERIFIER

unreliable
& untrusted

trusted
& limited 



F(x,w) y

Verifiable 
Computation
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Zero-Knowledge
w =

Alice learns nothing 
about the witness w,

or even the program F

F(_,_) = 
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w =

F(_,_) = 



What are SNARKs?

• Some Snarks are highly dangerous 
Boojums (Lewis Carroll)

• Others are Succinct Non-Interactive 
Arguments of Knowledge

• Proofs (or arguments)
are constant-size
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Relative
Performance

Verifier Latency Worker Latency
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72 Trillion 
years!

Cost fell 18 orders of 
magnitude in 6 years

15 ms

Cost fell 23 orders of 
magnitude in 6 years

100x100 matrix mult.

Still 4-6 orders of 
magnitude too slow

(2013)

Building on Pinocchio
• Optimizing for set operations

[Kosba et al. ‘14] 

• Optimizing for authenticated data
[Backes, Fiore, Reischuk ‘15]

• More expressivity
[Ben-Sassonet al. ‘14] [Wahbyet al. ‘15]

• Key generation via SMC
[Ben-Sassonet al. ‘15] 

• Applications
• BitCoin

[Danezis et al. ‘13] [Ben-Sassonet al. ‘14]

• MapReduce
[Braun et al. ‘14] [Ben-Sassonet al. ’15]



define i32 @main() #1 {

entry:

...

%y0 = load i32* %y.addr

%mlt = mul nsw i32 %x, %y0

ret i32 %mlt }

void main(){

...

x = b[i] + d[j];

y *= x;

return y; } 

C program C libraries

static 
data

evaluation key

symbolic interpreter

verification key

query

output

proof private 
data

LLVM code

Clang

Geppetto: 
a C compiler 
for Pinocchio

%y0

%mlt

%x

...

... ...

bc96 a736 6e97 8bfc 957f 5857 d4a6 2770

f3cb f2e0 d5f5 de09 f46a 7d00 e8db 0e0a

7430 a958 9875 9d7a 5d5e 0cec 955d 13c5

b605 be6d 1685 72fa c3e9 dc09 c7dc cc05

ca47 04cc e739 663f 3c4a 9dea c74b 7c5b

arithmetic circuit

polynomial
encoding



degree  𝑑 = 4
size      |𝒄| = 9

 

𝑟=1..𝑑

(𝒗𝑟⋅ 𝒄)(𝒘𝑟 ⋅ 𝒄) = 𝒚𝑟 ⋅ 𝒄

c8

c6

c5

c1
c2

c1 * c2= c3

c3 * c2 = c4

c6 * (c3+c5) = c7

(c7+c8) * (c7+2*c5+2*c3+c4) = c9

Compilation involves coding
every step of the C program
into quadratic equations in a large prime field.

Quadratic 
Arithmetic 
Programming 
(QAP) %c3 = mul nsw i32 %c2, %c1

%tmp1 = add nsw i32 %c3, %c5
%c7 = mul nsw i32 %c6, %tmp1
%tmp2 = add nsw i32 %c7, %c8
%tmp3 = shl i32 %c5, 1
%tmp4 = shl i32 %c1, 1
%tmp5 = add i32 %c3, tmp4
%c4 = mul i32 tmp5, %c2
%tmp6 = add i32 %c7, tmp3
%tmp7 = add i32 tmp6, %c4
%c9 = mul nsw i32 tmp8, tmp2

void outsource(struct Input *input, 
struct Output *output)
{

int c1 = input->c1; int c2 = input->c2;
int c5 = input->c5; int c6 = input->c6;
int c8 = input->c8;

output->c9 = 
(c6 * (c1*c2 +c5) +c8) * 
(c6 * (c1*c2 +c5) + 2*c5 + 2*c1*c2 
+ c1*c2*c2);

}



 

𝑟=1..𝑑

(𝒗𝑟⋅ 𝒄)(𝒘𝑟 ⋅ 𝒄) = 𝒚𝑟 ⋅ 𝒄

Compilation involves coding
every step of the C program
into quadratic equations in a large prime field.

Quadratic 
Arithmetic 
Programming 
(QAP)

 

𝑥=1..𝑑

(𝒗[𝑥] ⋅ 𝒄)(𝒘[𝑥] ⋅ 𝒄) = 𝒚[𝑥] ⋅ 𝒄

𝒅 𝑥 ∗  

𝑟=1..𝑑

𝑥 − 𝑟 = 𝒗 𝑥 ⋅ 𝒄 𝒘 𝑥 ⋅ 𝒄 − 𝒚[𝑥] ⋅ 𝒄 

 

Idea: prove this single polynomial equation at a single

random point 𝑥 = 𝑠, then apply Schwartz-Zippel Lemma



What about other program operations?

Compile to quadratic arithmetic!

Source
(C code)

{ b = (x == y);
... 

r = x && xFFFF;
...

}

𝑦 − 𝑥 ∗ 𝒛 = 1 − 𝑏
𝑦 − 𝑥 ∗ 𝑏 = 0

 𝑖=0
31 (𝒃𝑖 − 1) ∗ 𝒃𝑖 = 0

 𝑥 =  𝑖=0
31 2𝑖𝒃𝑖

 𝑟 =  𝑖=0
15 2𝑖𝒃𝑖

 



Programming model:

low-level verifiable C

We reuse C experience & tools

• programmers explicitly
manage outsourced calls
(without any crypto)

• outsourced calls ≈ RPCs



Programming model:

low-level verifiable C

We reuse C experience & tools

• programmers explicitly
manage outsourced calls
(without any crypto)

• outsourced calls ≈ RPCs

Adequate as an experimental platform, 
for exploring practical applications :

• E-cash (Bitcoin)

• MapReduce

• Privacy-friendly billing
with smart meters

$ clang sample.c –o sample.exe

$ sample.exe

// runs reference code & generates sample.trace

The answer is 42.

$ clang –DQAP –S sample.c –emit-llvm –o sample.s

$ geppetto –load sample.s –schedule sample.trace
–compile –emit verify.c –keygen

// generates keys & native verifier

Compiled job to 13168 equations on 11287 vars. 

$ geppetto –load sample.s –prove 

// runs whole program
// generating commitments and proofs

The answer is 42. (slower)

$ clang –DVERIFY verify.c sample.c –o verify.exe

$ verify.exe 

// runs whole program, loading & verifying
// commitments and proofs instead of
// running outsourced calls.

The answer is 42. (faster)



From LLVM to QAPs: Twin symbolic interpreters

Compile-time:
• We compile outsourced functions, 

and generate keys.

• We use a precise integer 
abstraction, keeping track of 
range and semantics for each 
unknown integer

• We emit a stream of quadratic 
equations for their operations

We keep QAPs implicit: 
symbolic interpretation is faster
& more general than emitting and  
evaluating arithmetic circuits 

Prove-time:

• We run the whole program,
generating commitments and proofs.

• We use a simpler integer abstraction, 
still keeping track of known vs ‘unknown’ 
integers (although we have both)

• We emit a stream of witnesses
for their operations

Verification-time:

• We run the whole program, 
verifying evidence instead of 
running outsourced functions



Geppetto:
technical 
overview

New, interlocked techniques 
for flexibility & efficiency

• Multi-step proofs
to verify large computations 
& amortize costs

• Bootstrapping 
to compress multi-step proofs 
into a single proof of proofs.

• Crypto Libraries 
for security applications



void main(){

...

x = b[i] + d[j];

y *= x;

...

return y;

} 

Compile Compile

Quadratic
Arithmetic
Program

(QAP)

GenKeys(F)EKF , VKF

Verify(VKF, x, y, y){Yes, No}

Prove(EKF, x, y) y

Background: Pinocchio’s Pipeline

23

Compile

Key size and proof generation 
grow linearly with circuit size



Verifying Stateful Computations: Loops

24

Compile EKF
Compile

for (i=0; i < 5; i++) {

...

} 
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for (i=0; i < 5; i++) {

...

} 

Compile
EKF

Compile

Verifying Stateful Computations: Loops
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for (i=0; i < 5; i++) {

...

} 

Compile
EKF

Compile

Verifying Stateful Computations: Loops
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M M M M

R R

Verifying Stateful Computations: MapReduce

EKMR
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M M M M

R R

EKM

EKR

Verifying Stateful Computations: MapReduce
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M M M M

R R

EKM

EKR

Verifying Stateful Computations: MapReduce



void main(){

...

x = b[i] + d[j];

y *= x;

...

return y;

} 

Compile Compile

Quadratic
Arithmetic
Program

(QAP)

GenKeys(F)EKF , VKF

Verify(VKF, x, y, y){Yes, No}

Prove(EKF, x, y) y

Stateful Computations with Geppetto

30

Compile

MultiQAPs

Generalize to a 
commit-and-prove

scheme



GenKeys(F)EKF , VKF

Verify(VKF, x, y, y){Yes, No}

Prove(EKF, x, y) y

Geppetto’s Commit-and-Prove Scheme

31

Commit(EKF, x ) Cx

Prove(EKF, {C1,…,CN}) F

VerifyCommit(VKF, Cx){Yes, No}

VerifyProof(VKF, , {C1,…,CN}){Yes, No}



Core Geppetto’s scheme

𝐾𝑒𝑦𝐺𝑒𝑛(𝑅) 𝐸𝐾 , 𝑉𝐾
Generate the MultiQAP for 𝑅
Pick random  𝑠

Compute 𝐸𝐾 = {𝐸𝐾𝑗}, {𝑔
𝑠𝑖}

𝐸𝐾j =
𝑔𝑣𝑘 𝑠 , 𝑔𝑤𝑘 𝑠 , 𝑔𝑦𝑘 𝑠

𝑔𝛼𝑗,𝑣𝑣𝑘 𝑠 , 𝑔𝛼𝑗,𝑤𝑤𝑘 𝑠 , 𝑔𝛼𝑗,𝑦𝑦𝑘 𝑠
𝑘∈𝐼𝑗

Compute 𝑉𝐾 = (𝑔𝑑 𝑠 = 𝑔 𝑖 𝑠−𝑖 )

𝐶𝑜𝑚𝑚𝑖𝑡(𝐸𝐾𝑗 , 𝑢𝑗 , 𝑜𝑗)
Generate the commitment:

𝑣 𝑗 𝑠 =  𝑘∈𝐼𝑗 𝑢𝑘𝑣𝑘 𝑠 + 𝑜𝑗,𝑤𝑑 𝑠 , similarly for 𝑤 and 𝑦

𝐶𝑗 = (𝑔
𝑣 𝑗 , 𝑔𝑤 𝑗 , 𝑔𝑦 𝑗 , 𝑔𝛼𝑗,𝑣𝑣 𝑗 , 𝑔𝛼𝑗,𝑤𝑤 𝑗 , 𝑔𝛼𝑗,𝑦𝑦 𝑗 ).

𝑣 𝑠 =  𝑣(𝑗) and similarly for 𝑤 and 𝑦

𝐶𝑗

𝑉𝑒𝑟𝑖𝑓𝑦(𝑉𝐾𝑗 , 𝐶𝑗)
𝑒 𝑔𝑣 𝑗 , 𝑔

𝑗

𝛼𝑗,𝑣
= 𝑒(𝑔𝛼𝑗,𝑣𝑣 𝑗 , 𝑔)

and similarly for 𝑤 and 𝑦

𝑃𝑟𝑜𝑣𝑒(𝐸𝐾, 𝒖, 𝒐)
Find ℎ(𝑥) s.t. ℎ 𝑥 ∗ 𝑑 𝑥 = 𝑣 𝑥 ∗ 𝑤 𝑥 − 𝑦(𝑥)

Compute 𝑔ℎ(𝑠) =  𝑔𝑠
𝑖 ℎ𝑖

Proof is (𝑔𝑣 𝑠 , 𝑔𝑤 𝑠 , 𝑔𝑦 𝑠 𝑔ℎ(𝑠))

𝜋

𝑉𝑒𝑟𝑖𝑓𝑦(𝑉𝐾, 𝑪, 𝜋) {Yes, No}

𝑒 𝑔𝑣 𝑠 ,𝑔𝑤 𝑠

𝑒 𝑔𝑦 𝑠 ,𝑔
=? 𝑒(𝑔ℎ 𝑠 , 𝑔𝑑(𝑠))

𝑒(∙,∙) is a pairing:
𝑒 𝑔𝑝, 𝑔𝑞 = 𝑒(𝑔, 𝑔)𝑝𝑞

Prove/Verify this polynomial 
equality for a random secret s;
then use Schwartz-Zippel Lemma



Commit & Prove: security

• Geppetto commitments are binding under the q-SDH assumption

• Geppetto commitments and proofs are perfectly hiding.

• Geppetto is knowledge-sound under prior q-PKE, q-SDH,
and q-DHE assumptions and is perfectly zero-knowledge.

q-PKE: q-SDH:

q-DHE:



C4

34

M M M M

R R

MapReduce with Geppetto

EKM

EKR

C1
C2

C3
C

C
C
C C

C
C
C C

C
C
C

C

C
C
C C

C
C
C C

C
C
C C

C
C
C

C

C
C
C C

C
C
C

C

{C1,…,C18}
{C1,…,C16}

{ M,…, M }
(1) (4)

{ R,…, R }
(1) (2)

C

sizeof(C)  = 256 bytes
sizeof() = 32 bytes



1

10

100

1000

10000

Dot Product Nucleotide
Search

Matrix
Exponentiation

Pantry Geppetto

Evaluation: Geppetto vs. Pantry

35

Proof Time
(seconds)

[Braun et al. SOSP ‘14] 

Geppetto improves by 1-3 
orders of magnitude



Verified Bootstrapping

36

VerifyCommit(VKF, C1)

VerifyCommit(VKF, C18)

VerifyProof(VKF, M, {C1,…,CN})
(1)

...

...

EKVerify

Compile

C, 

{C1,…,C18}
{C1,…,C16}

{ M,…, M }
(1) (4)

{ R,…, R }
(1) (2)

[Valiant ‘08], [Bitansky et al. ‘13] 



void main(){

...

x = b[i] + d[j];

y *= x;

...

return y;

} 

Compile Compile

GenKeys(F)EKF , VKF

Verified Bootstrapping

37

Compile

MultiQAPs

Commit(EKF, x ) Cx

Prove(EKF, {C1,…,CN}) F

VerifyCommit(VKF, Cx){Yes, No}

VerifyProof(VKF, , {C1,…,CN}){Yes, No}

Compile

Done naïvely, 
takes 5 CPU days!



Towering Elliptic Curves
Points (𝑥, 𝑦) such that 𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏.

• We use a curve in 𝐹𝑝 to prove QAPs over 𝐹𝑝′
(using point addition for addition & pairing for multiplication)

• Naively compiling a C implementation of pairing
is exorbitantly expensive, ~ 44 M* for each pairing.

• For bootstrapping,   
we use a curve in 𝐹 𝑝 to prove QAPs over 𝐹𝑝
and we adjust our implementation 38

http://en.wikipedia.org/wiki/File:ECClines.svg
http://en.wikipedia.org/wiki/File:ECClines.svg


Bootstrapping using Cycles of Elliptic Curves

39

Found 2 curves
for which  𝑝 = 𝑝′



Lemma. Let 𝑥 ∈ 𝑍 be such that both 𝑝 = 36𝑥4 + 36𝑥3 + 24𝑥2 + 6𝑥 + 1
and 𝑝′ = 36𝑥4 + 36𝑥3 + 18𝑥2 + 6𝑥 + 1 are prime. If

 𝑝 = 5184𝑥8 + 10368𝑥7 + 12204𝑥6 + 8856𝑥5 + 4536𝑥4

+1548𝑥3 + 363𝑥2 + 48𝑥 + 4

is also prime, there exist 

• a curve 𝐸/𝐹𝑝 of order 𝑝′ = #𝐸(𝐹𝑝) with embedding degree 12 (w.r.t. 𝑝′) 

• a curve  𝐸/𝐹 𝑝 of order #  𝐸(𝐹 𝑝), a multiple of 𝑝, with embedding degree 6 (w.r.t. 𝑝).

Bootstrapping using the Cocks-Pinch Method



General vs Bounded Bootstrapping

Ben-Sasson et al. [CRYPTO 2014]
scalable, but not yet practical

• Brute force search of curve:
only 80bit security level

• Use MNT curves, not most efficient 
at high security levels

• Overhead of at least 34-77x for 
exponentiation and 11x for pairing

• Interpretation (mHz)

Cocks-Pinch method
nearly practical, but restricted

• General formula for finding curves 

• Can use BN curves for inner curve

• Support curves for different
security levels (e.g. 128bit security)

• Bounded bootstrapping

• Compilation (kHz)



Evaluation: Bootstrapping

42

Prior Work
[Ben-Sasson et al. ‘14] 

Geppetto

Unbounded
recursion

General CPU
interpretation

Fixed bound

Compilation

29 years 152 minutes

Geppetto improves by up to
5 orders of magnitude



Energy-Saving Compilation

gW1…gWkgWk+1… gWn

Standard Energy-Saving

if (cond) {

...

} else {

...

}

gW1 …gWkg0…g0CommitC

if else



Energy-Saving Compilation

44

Standard Energy-Saving

5

1.68

5 5.06

0

1

2

3

4

5

Normalized 
Proof Time

1 iteration

5 iterations



define i32 @main() #1 {

entry:

...

%y0 = load i32* %y.addr

%mlt = mul nsw i32 %x, %y0

ret i32 %mlt }

void main(){

...

x = b[i] + d[j];

y *= x;

return y; } 

C program C libraries

evaluation key

Certified symbolic interpreter

verification key

input

output

proof

RTL

CompCert
Is Geppetto correct?
a certified crypto back-end for 
CompCert (work in progress)

%y0

%mlt

%x

...

... ...

bc96 a736 6e97 8bfc 957f 5857 d4a6 2770

f3cb f2e0 d5f5 de09 f46a 7d00 e8db 0e0a

7430 a958 9875 9d7a 5d5e 0cec 955d 13c5

b605 be6d 1685 72fa c3e9 dc09 c7dc cc05

ca47 04cc e739 663f 3c4a 9dea c74b 7c5b

quadratic arithmetic program

Certified polynomial encoding

The crypto verifier ensures 
that this equation holds
(with probability 1 − 𝜖)

The compiler 
(extracted from Coq)
- Generates QAPs
- Ensures that, if some

polynomial equation holds,
then the source program
has a trace with matching I/O. 



Geppetto: Versatile Verifiable Computation

After decades of research, 
crypto-verified computation is getting practical

Early applications 
verify computations 
on private dataGeppetto compiles useful C programs, 

does not require crypto expertise


