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Outsourcing Computation

Cures
Cancer?

while (true)
echo No

* Verifiable results:
— Encourage cloud adoption
— Command a premium
— Help shed liability

eb services™
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Zero-Knowledge
Verifiable
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Alice learns nothing
about the witness w,
or even the program E



Secure circult evaluation

Cre : *
A protocol based on hiding information from an oracle

0O

Martin Abadi Joan Feigenbaum
DEC Systems Research Center AT&T Bell Laboratories
130 Lytton Avenue 600 Mountain Avenue
Palo Alto, CA 94301 Murray Hill, NJ 07974

Abstract: We present a simple protocol for two-player secure circuit evaluation. The pro-
tocol enables players C and D to cooperate in the computation of f(x) while D conceals her
data x from C and C conceals his circuit for f from D. The protocol is based on the tech-
nique of hiding information from an oracle [Abadi, Feigenbaum, Kilian, .J. Comput. System

Sei. 39(1):21-50, August, 1989].
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1. Introduction J prtO\ g

This paper describes a protocol for two-player secure circuit evaluation. We think of
player C as a computer that runs a secret program for f and player D as another computer
with some confidential data x. Suppose that D wishes to compute f(x) but does not have
an algorithm for f. and that C is willing to let D use his algorithm but does not want to
reveal it. Alternatively, suppose that C has an algorithm, and possibly some confidential




What are SNARKs?

 Some Snarks are highly dangerous
Boojums (Lewis Carroll)

e QOthers are Succinct Non-Interactive
Arguments of Knowledge

* Proofs (or arguments)
are constant-size
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C program

Geppetto:

a C compiler static Clang
for Pinocchio — ﬂ@ﬂ

symbolic iTterpreter

polynomial
encoding

output |
/ '\

_— olfelell ——

verification key

evaluation key

void main () {

x = Db[i] + d[j];
y *= i
return y; }

define 132 @main() #1 {
entry:

%y0 = load 132* %y.addr
gmlt = mul nsw i32 %x, $y0
ret i32 %mlt }
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QU ad ratic Compilation involves coding

: : every step of the C program
Arlth metiC into quadratic equations in a large prime field.

Programming
(QAP)

void outsource(struct Input *input,
struct Output *output)

{
int cl1 = input->cl; int c2 = input->c2;
int ¢5 = input->c5; int c6 = input->c6;
int ¢8 = input->c8;
output->c9 =

(c6 * (cl*c2 +c5) +c8) *
(c6 * (cl*c2 +c5) + 2*c5 + 2*cl*c2
+ cl*c2*c2);

(c7+c8) * (c7+2*c5+2*c3+c4) =c9 }



QU ad ratic Compilation involves coding

: : every step of the C program
Arlth metiC into quadratic equations in a large prime field.

Programming

AP N\ @ O®, =7, ¢

r=1..d

o [\ @kl O ©) =7 ¢

x=1.d
S dwx | | @ -n = @k OO - ¢

r=1.d Idea: prove this single polynomial equation at a single

random point x = s, then apply Schwartz-Zippel Lemma



What about other program operations?
Compile to quadratic arithmetic!

Source
(C code) /\ (y—X)*Z=1—b
{b=(x==y); ANy =x)x*b=0

TN\

r = x && XFFFF,; /\13=10 (bi—l)*bi=0

N X =X722'b;
A r=Yi202'b;



Programming model:

low-level verifiable C

We reuse C experience & tools

* programmers explicitly
manage outsourced calls
(without any crypto)

e outsourced calls = RPCs

e

samplec + X

200 %o

Pinclude "geppetto.h™ // Geppetto banks and proofs
void compute(bigdata *db, vector *in, vector *out);

BUS(DATA, bigdata)
BUS(QUERY, vector)
BUS(RESULT, vector)

SIRESULT job(DATA db, QUERY in) {
bigdata M;
vector query, result;
load DATA(db, &M); load QUERY(in, &query);
compute (&M, &query, &result);
return (save RESULT(&result));

-lint main() {
bigdata M;
vector query[N], result[N];

DATA db = save_DATA(&M)// commit DATA just once
for (1 = @; i<N; i++) {

QUERY q = save_ QUERY(&query[i]);

RESULT r = OUTSOURCE(job, db, q);

load RESULT(r, &result[i]);

- 4
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Dd compiler - sample.c - 0

clang sample.c -0 sample.exe

samplec + X -

include "geppetto.h" // Geppetto banks and proofs
sample.exe I gepp pp p

. . * %k 3 * .
// runs reference code & generates sample.trace void compute(bigdata *db, vector *in, vector *out);

The answer is 42. BUS(DATA, bigdata)
BUS(QUERY, vector)
clang -DQAP -S sample.c -emit-1llvm -0 sample.s BUS(RESULT, vector)
geppetto -load sample.s -schedule sample.trace “JRESULT job(DATA db, QUERY in) {
-compile -emit verify.c -keygen bigdata M;
vector query, result;
// generates keys & native verifier load DATA(db, &M); load QUERY(in, &query);
. . . compute (&M, &query, &result);
Compiled job to 13168 equations on 11287 vars. return (save RESULT(&result));

geppetto -load sample.s -prove

// runs whole program main() {

. . bigdata M;
// generating commitments and proofs vector query[N], result[N];

The answer is 42. (slower)

DATA db = save_DATA(&M)// commit DATA just once
clang -DVERIFY verify.c sample.c -0 verify.exe for (1 = @; 1i<N; i++) {

QUERY q = save_ QUERY(&query[i]);
verify.exe RESULT r = OUTSOURCE(job, db, q);

. . . load_RESULT(r, &result[i]);
// runs whole program, loading & verifying

// commitments and proofs instead of
// running outsourced calls.

The answer is 42. (faster)




From LLVM to QAPs: Twin symbolic interpreters

Compile-time: Prove-time:
* We compile outsourced functions,  We run the whole program,

and generate keys. generating commitments and proofs.
* We use a precise integer

abstraction, keeping track of

range and semantics for each

* We use a simpler integer abstraction,
still keeping track of known vs ‘unknown’

unknown integer integers (although we have both)
* We emit a stream of quadratic * We emit a stream of witnesses
equations for their operations for their operations

Verification-time:
We keep QAPs implicit:

symbolic interpretation is faster * We run the whole program,
& more general than emitting and verifying evidence instead of

evaluating arithmetic circuits running outsourced functions



GeppettO New, interlocked techniques
tec h N Ca ‘ for erx.ibiIity & efficiency
, * Multi-step proofs
overview to verify large computations
& amortize costs

* Bootstrapping
to compress multi-step proofs
into a single proof of proofs.

* Crypto Libraries
for security applications



Background: Pinocchio’s Pipeline

void main () {

x = b[i] + d[j]; | ,
vy *= x; Compile Compile

return y;

}

Key size and proof generation
grow linearly with circuit size

Quadratic
Arithmetic
Program

(QAP)

Compile

(F)

}fu‘
8 o

{Yes, No} «—Verify(VK., x, v, IT))
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Veritying Stateful Computations: Loops

for (i=0; i <

}

5; i++)

{

Compile
ﬁ

S

s, B



Veritying Stateful Computations: Loops

for (i=0; i < 5; i++) { Comp||e Complle




Veritying Stateful Computations: Loops

for (i=0; i < 5; i++) { Compile Compile
}




Verifying Stateful Computations: MapReduce




Veritying Stateful Computations: MapReduce

EK,, | M M M M

EK, R R
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Verifying Stateful Computations: MapReduce

' 4
M
=5

EK,,




Stateful Computations with Geppetto

void main () {

x = b[i] + d[3J];

*= x; Compile Compile '
y pile, pile MultiQAPs
return y;

}
!Compile
senKeys(F)
Generalize to a

[I < Prove( .

Y commit-and-prove .

scheme .
) Verify(VK,, X, v, Hy)

30



Geppetto’s Commit-and-Prove Scheme

EK:, VK; <= GenKeys(F)

C,<+— Commit(EK,, X)

[1. «<— Prove(EK {C,,...,C\})
[1, <— Prove(EKj, X, y)

{Yes, No} <= VerifyCommit(VK,, C,) 9
{Yes, No} «—{Yeerifdlreott VK5t MK,, x,, Q,NHV)

31



Core Geppetto’s scheme

(2

= Commit(EKj, uj, 0;) ==p C;
Generate the commitment:
Gl(ey?e'[?(ﬁ)n'QAp'f EK , VK v (s) = Yker; Uk Vi (s) + 0, d(s), similarly for w and y
enerate the Multi or , , , i - (i
pick random C; = (gv(J)".gW(])’gY(J)’gaj,vv(])’ga],ww(])’ga],yJ/(]))_
i v(s) = [JvY) and similarly for w and y
Compute EK = {EK;},{g° }
Prove(EK,u,0) =» 1
EK; = { g, gwie), gy } Find h(x) s.t. h(x) * d(x) = v(x) * w(x) — y(x)
g €l

ajyVk(s) gaj,ka(S) gaj,yJ/k(s) i\hi
‘ ‘ kel; Compute g"®) = s . . :
! pute g H(g ) Prove/Verify this polynomial

equality for a random secret s;
Verify(VKj, Cj) Verify(VK,C,m) = {Yes, No} then use Schwartz-Zippel Lemma

e (gv(j);g;-xj'v) =e(g9"D,g) (g9 ,g¥®) _7 o (gh(®), gd() e(:,+) is a pairing:
and similarly for w and y e(g¥®),g) g9 e(g?, g9 = e(g, g)*1

Compute VK = (g% = glli(s—1) Proof is (g¥®), g(®), g¥(s) gh(s))




Commit & Prove: security

* Geppetto commitments are binding under the g-SDH assumption
* Geppetto commitments and proofs are perfectly hiding.

* Geppetto is knowledge-sound under prior g-PKE, g-SDH,
and g-DHE assumptions and is perfectly zero-knowledge.

q-PKE: q-SDH:
Prl G+ G(1M g« GixGyroseZy:  Prl(G e G1M): g G xG3s 5736 < (G.8,8.8");
. ~ Lo Lo g A "
O+ (G888 808 8 v A(0) : y=e(g1,82)7% c € Z;] =negl(h).

Z{_S(g}.f&g'{f'“fgﬁj; . 2Y. * o (I .
q-DHE: Pr| E}},ﬁ—{}(l”];g-’r'@lXﬂyz;s«’rﬁ};;

(¢;¢3 ap,...,aq) < (A |[xa)(0.2) :
. ¥ A2 2
é=c*Ac 9 3'”’#} —negl(A G {g}..!gfg".!"'!gﬂtg“ .1'".1?-}'st ‘«"):
# [0 8)" ] gl(A)
y A() : y=g""] =negl()).



I\/IapReduce with Geppetto
" cfl' '

4'

EKM

cC

CC

EK,

R

CHlll
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sizeof(C) = 256 bytes
sizeof(I1) = 32 bytes

CCC' CCC' CCC' CCC' G

C C C C ;E
C

I

8§ o
]|

{Cl,...,clg}

{Cie s Cigl

(1) (4)
{M,,..., IT,,}

(1) (2)
R7***» HR }



Evaluation: Geppetto vs. Pantry

[Braun et al. SOSP ‘14]
M Pantry M Geppetto

10000
1000 Geppetto improves by 1-3
Proof Time orders of magnitude
(seconds)
100
10

Dot Product Nucleotide Matrix
Search Exponentiation
35



Verified Bootstrapping aiiant os], itansky et al. 131

()

Verify.Commit(VKF, C,)
. Compil
Egl’""gmi VerifyCommit(VKF,(C)Zlg) mVEK\,e,mcy
1116 . 1
(o H(4)} VerifyProof(VK,, I1,,, {C,,...,C\})
I1,..., I, .
(2) .
l{ JLJLlii)..., HR2 }l [

I
C Il



Verified Bootstrapping

void main () {

; MultiQAPs
return y; Done naively,

} takes 5 CPU days!

!Compile

EK;, VK; <= GenKeys(F)

C, +— Commit(EK, x )
1, <= Prove(EK,, {C,,...,C\}) Q
{Yes, No} «=— VerifyCommit(VK,, C,)
{Yes, No} = VerifyProof(VK, IT, {C,,...,C\})
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Towering Elliptic Curves

Points (x,y) such that y?> = x3 + ax + b.

1 R 2 } 3 4 "
[ :
Pl Hh“x
/KJ \/i \/\
N\ N TN

P+Q+R=0 P+Q+Q=0 P+Q+0=0 P+P+0=0

= .

* We use a curve in F, to prove QAPs over F,,
(using point addition for addition & pairing for multiplication)

* Naively compiling a C implementation of pairing
is exorbitantly expensive, ~ 44 M* for each pairing.

* For bootstrapping,
we use a curve in F5 to prove QAPs over F,
and we adjust our implementation

38
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Bootstrapping using CyC ‘ es Of E ‘ ‘ I ptIC CU rVeS

Scalable Zero Knowledge via Cycles of Elliptic Curves

Eli Ben-Sasson', Alessandro Chiesa®, Eran Tromer”, and Madars Virza®

! Technion, Haifa, Israel
eli@cs.technion.ac.il
2 MIT, Cambridge, MA, USA
{alexch,madars}@csail.mit.edu
3 Tel Aviv University, Tel Aviv, Israel
tromer@es. tau.ac.il

Abstract. Non-interactive zero-knowledge proofs of knowledge for general NP
statements are a powerful cryptographic primitive, both in theory and in practi-
cal applications. Recently, much research has focused on achieving an additional
property, succinctness, requiring the proof to be very short and easy to verify.
Such proof systems are known as zero-knowledge succinct non-inieractive ar-
guments of knowledge (zk-SNARKs), and are desired when communication is
expensive, or the verifier is computationally weak.

Existing zk-SNARK implementations have severe scalability limitations, in
terms of space complexity as a function of the size of the computation being
proved (e.g., running time of the NP statement’s decision program). First, the
size of the proving key is quasilinear in the upper bound on the computation size,
Second, producing a proof requires “writing down” all intermediate values of the
entire computation, and then conducting global operations such as FFTs,

The bootstrapping technique of Bitansky et al. (STOC "13), following Valiant
(TCC "08), offers an approach to scalability, by recursively composing proofs:
proving statements about acceptance of the proof system’s own verifier (and cor-
rectness of the program’s latest step). Alas, recursive composition of known zk-
SNARKSs has never been realized in practice, due to enormous computational
Ccost.

Using new elliptic-curve ecryptographic techniques, and methods for
exploiting the proof systems’ field structure and nondeterminism, we achieve the
first zk-SNARK implementation that practically achieves recursive proof compo-
sition. Our zk-SNARK implementation runs random-access machine programs
and produces proofs of their correct execution, on today’s hardware, for any pro-

Found 2 curves
for which p = p’



Bootstrapping using the CO C kS_ P I n C h M et h O d

Lemma. Let x € Z be such that both p = 36x* + 36x3 + 24x% + 6x + 1
andp’ = 36x* + 36x3 + 18x2 + 6x + 1 are prime. If

5 = 5184x8 4+ 10368x7 + 12204x° + 8856x°> + 4536x*
+1548x3 + 363x2% + 48x + 4

is also prime, there exist

* acurve E/F, of order p' = #E (F,) with embedding degree 12 (w.rt. p')
* acurve E/Fﬁ of order #E‘(Fﬁ), a multiple of p, with embedding degree 6 (w.r.t. p).



General vs Bounded Bootstrapping

Ben-Sasson et al. [CRYPTO 2014] Cocks-Pinch method
scalable, but not yet practical nearly practical, but restricted
e Brute force search of curve: * General formula for finding curves
only 80bit security level e Can use BN curves for inner curve
* Use MNT curves, not most efficient « Support curves for different
at high security levels security levels (e.g. 128bit security)
 Overhead of at least 34-77x for * Bounded bootstrapping

exponentiation and 11x for pairing

* Interpretation (mHz) e Compilation (kHz)



Evaluation: Bootstrapping

Prior Work Geppetto
[Ben-Sasson et al. ‘14]

U”bourfdd Fixed bound

Geppetto improves by up to

5 orders of magnitude

29 years 152 minutes

42



Energy-Saving Compilation

Standard Energy-Saving
1f (cond) {]| cond nputs 4 g cond 'MPUS 4 ond
} else { if else

circuit circuit .
if else
} circuit circuit
oY
000
outputs

. | \l |
C Commit ng ngng+1 an gW1 gW ~0 gO



Energy-Saving Compilation

Standard Energy-Saving

c 5 5
4
Normalized 3
Proof Time
2
W 1 iteration .
M 5 iterations
0




|s Geppetto correct? l\ F

a certified crypto back-end for CompCert o/

CompCert (work in progress) ﬁ

The compiler /

(extracted from Coq) Certified symbolic interpreter
- Generates QAPs |

- Ensures that, if some quadratic arithmetic program

polynomial equation holds, l
then the source program Certified polynomial encoding /

has a trace with matching 1/0. /

verification key
The crypto verifier ensures \

that this equation holds
(with probability 1 — €)

void main () {

x = Db[i] + d[j];
y *= i
return y; }

define 132 @main() #1 {
entry:

%y0 = load 132* %y.addr
gmlt = mul nsw i32 %x, $y0
ret i32 %mlt }

bc96 a736 6e97 8bfc 957f 5857 dda6 2770
f3cb f2e0 d5f5 del9 f46a 7d00 e8db 0Oela
7430 a958 9875 9d7a 5d5e Ocec 955d 13cbh
b605 bebd 1685 72fa c3e9 dc09 c7dc cc05
cad’l 0dcc €739 663f 3cda 9dea c74b Tcbb




Geppetto: Versatile Verifiable Computation

Early applications
verify computations
on private data

Geppetto compiles useful C programs,
does not require crypto expertise

After decades of research,
crypto-verified computation is getting practical



